
 
 

 

 
 
 
 

Please note that by law this meeting can be filmed, audio-
recorded, photographed or reported electronically by the use 
of social media by anyone attending.  This does not apply to 
any part of the meeting that is held in private session. 

Please ask for: 
Gurdip Paddan 

 
 

13 October 2017 
 
 
Dear Councillor 
 
 

You are requested to attend a meeting of the WELWYN HATFIELD BOROUGH COUNCIL 
AUDIT COMMITTEE to be held on Monday 23 October 2017 at 7.30pm in the Council 
Chamber, Council Offices, The Campus, Welwyn Garden City, Herts, AL8 6AE 
 

 
Yours faithfully 

 
Executive Director 
Public Protection, Planning and Governance 
 
 

A G E N D A 
PART 1 

 

1.   SUBSTITUTION OF MEMBERS  
 

 To note any substitution of Committee members made in accordance with Council 
Procedure Rules 19-22. 
 

2.   APOLOGIES  
 

3.   MINUTES  
 

 To confirm as a correct record the Minutes of the meeting held on 24 July 2017 
(circulated separately). 
 

4.   ACTIONS UPDATE  
 

 There is nothing to report. 
 

5.   NOTIFICATION OF URGENT BUSINESS TO BE CONSIDERED UNDER ITEM 13  
 

Public Document Pack



6.   DECLARATIONS OF INTERESTS BY MEMBERS  
 

 To note declarations of Members’ disclosable pecuniary interests, non-disclosable 
pecuniary interests and non-pecuniary interests in respect of items on this agenda. 
 

7.   PUBLIC QUESTION TIME AND PETITIONS  
 

 Up to fifteen minutes will be available for questions from members of the public on 
issues relating to the work of the Committee and to receive any petitions. 
 

8.   RISK MANAGEMENT (Pages 5 - 30) 
 

 Report of the Executive Director (Public Protection, Planning and Governance) 
asking Members to note the current strategic risks facing the Council.   
 

9.   SHARED INTERNAL AUDIT SERVICE (SIAS) ANNUAL REPORT (Pages 31 - 44) 
 

 Report of the Shared Internal Audit Service asking Members to note the Annual 
Report. 
 

10.   SHARED INTERNAL AUDIT SERVICE (SIAS) INTERNAL AUDIT PROGRESS 
REPORT (Pages 45 - 58) 
 

 Report of the Shared Internal Audit Service asking Members to note the Internal 
Audit Progress Report and to approve amendments to the Audit Plan. 
 

11.   ANNUAL AUDIT LETTER (Pages 59 - 82) 
 

 Report of Ernst & Young providing a summary of the findings from the 2016/17 
audit of the Council. 
 

12.   LOCAL GOVERNMENT AUDIT COMMITTEE BRIEFING (Pages 83 - 94) 
 

 Report of Ernst & Young asking Members to note the Local Government Audit 
Committee Briefing.   
 

13.   SUCH OTHER BUSINESS AS, IN THE OPINION OF THE CHAIR, IS OF 
SUFFICIENT URGENCY TO WARRANT IMMEDIATE CONSIDERATION  
 

14.   EXCLUSION OF PRESS AND PUBLIC  
 

 The Committee is asked to resolve: 
 

That under Section 100(A) (2) and (4) of the Local Government Act 1972, the 
press and public be now excluded from the meeting for item 15 (if any) on the 
grounds that it involves the likely disclosure of confidential or exempt information 
as defined in Section 100A (3) and Part I of Schedule 12A of the said Act as 
amended. 

 

In resolving to exclude the public in respect of the exempt information, it is 
considered that the public interest in maintaining the exemption outweighs the 
public interest in disclosing the information. 



 
PART II 

 

15.   ANY OTHER BUSINESS OF AN EXEMPT NATURE AT THE DISCRETION OF 
THE CHAIR  

 
Circulation: Councillors N.Pace (Chairman) 

J.Boulton 
H.Bower 
G.Michaelides 
 

H.Quenet 
S.Roberts 
K.Thorpe 
 

 
 Executive Board 

Press and Public (except Part II Items) 
 
If you require any further information about this Agenda please contact Gurdip 
Paddan, Governance Service Unit on 01707 357349 or email – 
democracy@welhat.gov.uk 
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Part I 
Item No: 8 
Main author: Andy Cremer 
Executive Member: Bernard Sarson 

 

WELWYN HATFIELD BOROUGH COUNCIL 
AUDIT COMMITTEE – 23TH OCTOBER 2017 
REPORT OF THE EXECUTIVE DIRECTOR (PUBLIC PROTECTION, PLANNING AND 
GOVERNANCE) 

RISK MANAGEMENT 

1 Executive Summary 

1.1 This report brings to Members’ attention the current strategic risks facing the 
Council, as determined by Executive Board.  These risks have been reviewed at 
the performance clinic in August 2017 and reflect the assessments in place for the 
half year April to October 2017.   

2 Recommendation(s) 

2.1 Members  are asked to: 

 Note the attached current Strategic Risk Register, and particularly: 

 Note comments in respect of each risk where shown. 

3 Explanation 

3.1 Appendix A shows the strategic risk register, which was developed following an 
Executive Board workshop in January 2017.  Each strategic risk has ownership by 
an Executive Director and an Executive Member.  The strategic risk register has 
been fully reviewed by Executive Board and is a new register which reflects the 
integration of the Housing Trust and other organisational changes.  As many of the 
risks have changed since previous iterations, there are no previous half year 
assessments, just the current half year score. 

3.2 Appendix B shows the top operational risks, which now include those from the 
Housing Service. 

3.3 The implementation of the new ‘Clearview’ project management, performance and 
risk system is progressing and the implementation team have received training.  
Further training for managers is imminent and the development of the risk module 
will commence in October. 

3.4 The implementation of Clearview presents the opportunity for a full review of risk 
registers, and the intention is to review and revise operational risk registers, 
stripping out any expired risks.  We will also be changing the way our risks are 
scored, so Members will see a very different range of scores once this is 
introduced.  We currently use a straight multiple of impact x likelihood, meaning 
that a score will range from 1 to 25.  This presents a practical problem, in that it 
does not enable any weighting to be given to impact.  For example: 

 A paper cut is highly likely, but of minimal impact, so would score 5 x 1 = 5 

 Destruction of our offices by fire is highly unlikely, but clearly would be 
catastrophic, so would score 5 x 1 = 5. 

These two examples both score 5, yet clearly we would wish to devote our risk 
management activity towards fire prevention. 

Page 5

Agenda Item 8



- 2 - 

3.5 The intention is to move to impact2 x likelihood, which helps us focus on what is 
important.  In the examples above, this methodology would give: 

 Paper cut: 5 x 1 = 5 

 Destruction of the building: 1 x 52 = 25 

3.6  This new scoring approach is targeted for introduction from quarter 3 and will give 
far greater insight into our risks. 

Implications 

4 Legal Implication(s) 

4.1 The Accounts and Audit Regulations 2015 require that “[a] relevant authority must 
ensure that it has a sound system of internal control which [among other matters] 
includes effective arrangements for the management of risk.” 

5 Financial Implication(s) 

There are none directly arising from this report, though of course any risk event 
may have its own financial consequences. 

6 Risk Management Implications 

6.1 Failing to maintain adequate and effective arrangements for the management of 
risk may lead to risk events not being foreseen, an inadequate response to a risk 
event occurring and a failure to exploit opportunities. 

7 Security & Terrorism Implication(s) 

7.1 None. 

8 Procurement Implication(s) 

8.1 None. 

9 Climate Change Implication(s) 

9.1 None. 

10 Link to Corporate Priorities 

10.1 The subject of this report supports all council priorities in that the effective 
management of risk is essential to the achievement of objectives. 

11 Equality and Diversity 

11.1 An Equality Impact Assessment (EIA) has not been carried out in connection with 
the proposals that are set out in this report as it relates purely to monitoring 
information. 

Name of author Andy Cremer 
Title Risk and Resilience Manager 
Date August 2017 
 
Appendix A – Strategic Risk Register August 2017 

Appendix B – Top operational risks August 2017 
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Strategic Risk Register – July 2017 

Risk Description Owner Controls I L S 

Community Consultation and Engagement  
Failure to properly consult customers in line with legislative and 
regulatory requirements (as appropriate to relevant service areas). 
Failure to involve communities when planning services. 
 
Consequences: Intervention by regulatory bodies, legal challenge, 
reputational damage and additional costs.  Services will not be shaped 
around the needs of people in the community. 

Simone Chinman-
Russell – Executive 
Director 
 
Ka Ng 
Executive Director 
 
Tony Kingsbury - 
Executive Member 
for Policy & Culture 
 

Tenant Involvement Strategy (Housing) 
Appropriate policies and procedures in place 
for all services 
Borough Panel 
Tenants’ Panel 
Alliance Strategy 
Regular consultation exercises carried out by 
services 

High Low 8 

A more joined up approach is being developed between housing services and the corporate centre, which is why the risk rating has been recently reduced.  
 
Detailed consultation on the proposed Local Plan has also now ended prior to its submission, although an Examination in Public exercise is expected to 
commence in September ahead of its likely adoption in 2018. 
Equality and Diversity 
The council failing to comply with its legal and moral obligations to 
customers, staff, partners, Members and the wider community. 
 
Consequences: Litigation (and associated financial impacts) and 
reputational damage. 

Simone Chinman-
Russell – Executive 
Director 
 
Tony Kingsbury - 
Executive Member 
for Policy & Culture 
 
 

Corporate equality group with clear aims and 
relevant membership 
Training for staff, Members and Tenants’ 
Panel 
Appropriate HR policies in place and 
implemented 
Equalities Impact Assessment process in place 
 

High Low 8 

Having held two facilitated workshops in March and May this year, the E&D Steering Group met in June to revise and agree a new Action Plan with both 
short and medium to long term targets. 
 
A Teamtalk Special is proposed for the end of August to help raise awareness of equalities among all officers and members, with update training to follow 
on from this.  
 
The risk rating remains unchanged at this time. 
Management of Council owned property assets 
Failure to provide and maintain council property assets, including 
housing and non-housing property.  Taking opportunities to invest in 
assets. 
 
Consequences:  Increased homelessness in the borough and detrimental 
impact on the community.  Economic development may be stifled.  

Ka Ng - Executive 
Director 
Simone Chinman-
Russell – Executive 
Director 
 
Roger Trigg - 

Housing and Homelessness Strategy 
Asset Management Plan 
HRA Asset Strategy/Business Plan 
Proactive approach to taking opportunities for 
increasing our property portfolio (social and 
commercial properties) 

Very 
High 
 
High 

Low 
 
 
Low 

10 
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Risk Description Owner Controls I L S 

Possibility of assets becoming unsafe or unfit. Executive Member 
for Governance, 
Community Safety, 
Police and Crime 
Commissioner and 
Corporate Property 
 

Training currently underway to improve the interrogation of the K2 data base. 
 
KPI production being refreshed as Corporate Property staffing moves towards full compliment. 

 

Safeguarding 
Failure to meet obligations in respect of children, vulnerable adults and 
persons vulnerable to radicalisation. 
 
Consequences:  Abuse may remain unreported or undetected, resulting 
in harm to a vulnerable child or adult.  Possible litigation and 
reputational damage. 

Simone Chinman-
Russell – Executive 
Director 
 
Tony Kingsbury - 
Executive Member 
for Policy & Culture 
 
 

 
Safeguarding Vulnerable Adults 
Policy/Safeguarding Children Policy being 
developed to replace existing council policy–
following re-integration of the housing 
service. 
Safeguarding audit and action plan – updated 
regularly by Safeguarding Steering Group 

High Low 8 

The revised Safeguarding Group has met quarterly in March and June this year to discuss and agree a joined up approach across all council services 
following the reintegration of Housing Services. 
 
It next meets in September and the risk rating remains unchanged at this time. 

 

Change Management 
There continues to be immense change in the council’s operations, 
services and senior management.  The ending of the Housing Trust and 
consequent reabsorption of the housing service back into the council has 
been a catalyst for complete change at the top.  We now have three new 
directors, and a new Chief Executive will start in May 2017.  The next 
twelve months will see these major changes bedding in and have the 
potential to be very challenging, both politically and managerially.  It is 
critical that we continue deploying all our skills in managing these 
changes, both at managerial and political levels if we are to obtain 
optimum value for money and efficiency.  We will need to keep a 
continuous and close watch on all external developments and adapt to 
the changing requirements.  In doing this, we will work closely with 
partners and use all of our contacts to keep ourselves fully informed, 

Rob Bridge  – Chief 
Executive 
 
John Dean – Leader 
of the council 

Appropriately skilled and experienced staff 
Awareness of change 
Client roles 
Communication 
Management Development 
Use links with local MP to influence and shape 
the future 
Use of consultants 
Working groups 

High Low 8 

P
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Risk Description Owner Controls I L S 

including the offices of the local MP. 

Since the previous update the Housing service transfer back to the council continues to embed and the new executive directors and chief executive are successfully 
settling into their new roles.   Further service and operational changes are likely to continue during the year and the next twelve months will see these major changes 
bedding in and have the potential to be very challenging, both politically and managerially.  It is critical that we continue deploying all our skills in managing these 
changes, both at managerial and political levels if we are to obtain optimum value for money and efficiency.  We will need to keep a continuous and close watch on all 
external developments and adapt to the changing requirements.  In doing this, we will work closely with partners and use all of our contacts to keep ourselves fully 
informed, including the offices of the local MP. 
 

Staff/Workforce 
Failure to recruit or retain staff with key skills. Lack of resources due to 
high levels of sickness, turnover or industrial action. Failure to develop 
and train existing staff. Breach of legislation or failure to follow our HR 
policies. Impact of Council’s decision to review the Housing Trust. 

Nick Long – 
Executive Director 
 
Bernard Sarson - 
Executive Member 
for Business, 
Partnerships and 
Public Health 
 

Workforce Development Strategy in progress. 
Apprentice scheme in progress. 
Training and awareness of HR staff. 
Head of Service Management Assurance 
statement. 
Departmental training plans/CPD. 
Robust recruitment and selection process. 
Use of agency staff. 
New sickness absence monitoring process. 
 

High Medium 12 

We have high staff turnover at present with the potential loss of key skills & experience. 
 
In some services, we are experiencing difficulty in attracting and recruiting to certain roles (e.g. finance, planning) 
 
When going through periods of change, we usually see an increase in sickness absence, grievances and or claims of harassment and bullying so this risk 
continues to be monitored. 
Housing Trust reintegration 
Merging two organisations enables the exploitation of opportunities for 
integration, efficiency and value for money.  There are however areas 
where there is potential for failure: 

 Failure to  successfully merge cultures, leading to a ‘them and 
us’ mentality among staff and therefore losing the benefits of 
joint working; 

 Failure to integrate the safety management system; 

 Failure to have a consistent approach to customer services, 
including complaints management 

 Failure to maintain quality of the service to residents/meet 
statutory obligations as a result of de-motivation/dis-
engagement of staff and inconsistent corporate processes; 

All 
 
Mandy Perkins – 
Deputy Leader 
 
 

Joint staff newsletter and employee events to 
encourage sharing information on services 
and to embed a shared corporate culture 
New corporate Customer Services Strategy in 
development to ensure a consistent approach 
across all services in the council, including the 
housing service – this includes managing 
customer feedback, complaints and Members 
Enquiries 
All services benefit from the support of the 
council’s H&S Officer and all staff are required 
to adhere to a revised joint Health and Safety 
Policy – the policy is currently under 

High Low 8 
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Risk Description Owner Controls I L S 

 Failure to implement appropriate governance arrangements, 
including those for tenant and Member enegagement. 

Consequences:  Workforce morale may suffer, there may be 
reputational damage, increased financial impacts through inefficiencies, 
tenant discontent and potential for litigation or regulatory intervention. 
 

development following collaboration between 
council and former Trust staff. 
A new Cabinet Housing Panel will operate 
from June 2017 – a Members’ Housing 
Training event is taking place in June 2017 to 
share information the service 
 

Work continues in this regard to help manage the risks, although it is recognised that changing culture is always a challenge. 
Elections 
Failure to ensure sufficient continuity and handover of electoral 
expertise between outgoing and incoming Returning Officers. 

Nick Long – 
Executive Director 
 
Roger Trigg - 
Executive Member 
for Governance, 
Community Safety, 
Police and Crime 
Commissioner and 
Corporate Property 
 

Experienced staff remain. 
Project plan. 
Separate risk register. 
Training. 
New Chief Executive has some election 
experience. 
Handover process is in place. 

High Low 8 

The risks have been properly mitigated resulting in the smooth running of the recent local elections and snap general elections. 
Prevent 
Not properly implementing the government’s ‘Prevent’ agenda to 
address the risks of radicalisation. 
Consequences:  Staff may lack the awareness to detect signs of 
radicalisation and the steps to take if they do.  This could lead to lack of 
cross working with partners, delayed referral to ‘Channel’ and ultimately 
the propagation of extremist ideologies and the commission of related 
acts. 

Nick Long – 
Executive Director 
 
Bernard Sarson - 
Executive Member 
for Business, 
Partnerships and 
Public Health 

WRAP sessions mandatory for all frontline 
staff and encouraged for others. 
In depth training on ideological extremism 
undertaken by Designated Safeguarding 
Officers. 
Nominated lead officer for Prevent. 
Prevent matters discussed at Safeguarding 
meetings. 
Council officers attend Channel meetings 
where appropriate. 
Venue manager guidance issued to all council 
and Finesse venue managers. 
Council hire and lease agreements contain 
catch all clauses for ‘inappropriate’ activities 
or uses, enabling extremist users to have 
agreements terminated. 
 

Very 
High 

Medium 15 

We are keeping a watching brief as the government agenda may change with regard to prevent. We are also checking our representation mechanism for 
the county prevent board. 
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Risk Description Owner Controls I L S 

Corporate Resilience 
Corporate Resilience Failure to meet the requirements of the Civil 
Contingencies Act 2004, including the material failure or inadequacy of 
plans Failure to respond appropriately to a civil emergency or business 
continuity incident, including the duty of care to the community and 
statutory duty to respond with other agencies The effects of an incident 
on the day to day business of the Council and our ability to maintain 
"business as usual"  
Consequences: Financial costs of backlog management, compensation 
and litigation. Damage to Council reputation, including criticism at any 
subsequent inquiry, media interest and public criticism. Possible effects 
on human welfare. 

Nick Long – 
Executive Director 
 
Bernard Sarson - 
Executive Member 
for Business, 
Partnerships and 
Public Health 

Embedded partnership working with other 
agencies 
WHBC Emergency Plan 
Crisis Support Team 
Exercising and training 
Resilient telecoms, including RAYNET, MTPAS 
and Resilience Direct 
WHBC Business Continuity Plan 
EA Extended Floodline service 

Very 
High 

Low 10 

The emergency plan is being reviewed. The council has arrangements in place which include being able to obtain mutual aid from other local authorities and 
the voluntary sector. 
Health and Safety 
Health and Safety Failure to maintain an adequate and effective safety 
management system within the Council, including structures, processes, 
control measures and allocations of responsibilities and ensuring 
competence of employees, contractors & service providers and 
compliance with safety laws and regulations.  
Consequences: serious injury, work-related ill health or fatalities leading 
to lost productivity, absence, litigation, external investigation by 
enforcing authorities, and possibly prosecution. 

Nick Long – 
Executive Director 
 
Bernard Sarson - 
Executive Member 
for Business, 
Partnerships and 
Public Health 

Collective Safety Responsibility of Executive 
Board 
Map of the extent of the undertaking 
Communication with Employees 
Inspection and Auditing  
Induction and Ongoing Training 
Periodic Inspection of Premises, Plant and 
Equipment 
Risk and Resilience Team with professional 
competence 
Risk Assessments & Associated Control 
Measures 
Safety Director Role and regular meetings 
Safety Policy Document 

Very 
High 

Medium 15 

Work continues following the re-assimilation of the housing trust into the council. Work has been undertaken to “map the council’s undertaking” to ensure 
Heads of Service are clear about the areas for which they have control. The next step will be to check and audit a series of risk assessments. 
Local Plan 
Failure to have and deliver a sound Local Plan. 
Consequences: The local economy achieves less than its full potential; 
delivery of New Homes Bonus, future Council Tax and Business Rate 
receipts is adversely affected; investment proposals do not come to 
fruition; failure to provide sufficient affordable housing; local 
infrastructure projects may not be delivered; contribution towards 
funding new and improved local facilities does not happen; unplanned 
'hostile' developments occur. Opportunities to bring in external funding 

Nick Long – 
Executive Director 
 
Mandy Perkins – 
Deputy Leader 
 
 

Extensive evidence will underpin the 
development of our Local Plan and inform our 
proposals 
Input from CHPP 
Project plan for the Local Plan is in place 
Public scrutiny, including a public examination 
led by an independent Planning Inspector 
S106/Community Infrastructure Levy is in 
place 

Very 
High 

Medium 15 
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Risk Description Owner Controls I L S 

to assist the delivery of sustainable growth are lost; Reputational 
damage. 

Inspector is currently asking questions of officers to help frame scope of public hearing part of examination. 
 
St Albans Council recently failed in judicial challenge to Government that their plan did not achieve legal duty to cooperate tests. 
 
This remains a risk for Welwyn-Hatfield Local Plan as housing target is lower than objective assessment of need, and this requires Council to cooperate with 
authorities in housing market area, to attempt to provide in their administrative areas. 
Finance 
Plans for meeting the growing budget gap are not delivered on time to 
ensure continued sufficient resources to pay for services. 
Consequences: The Authority runs out of money, external criticism, 
Government intervention, loss of service to tax payers. Loss of income 
from fees and charges. Inability to cope with increasing demands on 
services. 
 

Ka Ng – Executive 
Director 
 
Duncan Bell - 
Executive Member, 
Resources 

Annual Governance Statement 
Asset Management Plan 
Budget Challenge Process 
Budget preparation process 
Budgetary control by managers 
Capital Programme 
External and internal audit 
Finance Procedure Rules 
Financial Information System (Agresso) 
HRA Business Plan 
Medium Term Financial Plan 
Treasury Management Policy 
Use and Control of Reserves and Balances 

Very 
High 

Medium 15 

Work has commenced to close the budget gap in the medium term.  In particular, the first Executive Board and Cabinet was held on 19
th
 July, which a 

number of budget proposals was considered.  A further meeting was held on 24
th
 August. 

Communication 
Failure to communicate the Council's priorities to its communities and 
failure to actively manage the Council's reputation. Failure to manage 
the Council's messages. Failure to mainstream communications and 
build ownership and consensus across the organisation. Failure to 
consider communications implications and involve the Communications 
Team. Consequences; Loss of trust, loss of reputation, unable to manage 
key council messages and news 

Ka Ng – Executive 
Director 
 
Tony Kingsbury - 
Executive Member 
for Policy & Culture 

Communication plans are agreed for all 
significant projects/high priority issues 
Communications Strategy is embedded and 
reviewed with HoST 
Communications Team seeks to attend DMTs 
Media Trained Staff and Members 
Monitoring system for positive and negative 
news coverage 
Review and monitoring of Communications 
Strategy by Executive Board 
Skilled and Experienced Communications 
Team 
Undertaking perception and satisfaction 
based surveys 
Undertaking Perception Based Surveys 

High Low 8 

The risk rating has been reduced as all internal and external council communications are now being managed by one team.  
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Risk Description Owner Controls I L S 
Previously the Housing Service delivered its own communications but this has changed following its reintegration into the Council.  
 
Media relations remain cordial but positive with the WH Times at this time, and members of the communications team regularly update and circulate the 
corporate PR Plan to Heads and Directors. 
ICT Failure 
 
ICT Failure Critical failure of ICT services, for example due to virus attack, 
and ransomware virus attacks, which target computers running 
Microsoft Windows encrypting the personal documents , lack of network 
capacity, hacking, hardware failure, etc. These attacks are more 
prevalent and there is a risk of critical IT failure resulting from these. This 
involves Consequences: Loss of ICT dependent services. 

Ka Ng – Executive 
Director 
Duncan Bell - 
Executive Member, 
Resources 

Blocking potential virus emails where 
common themes are detected. Alternative 
methods to update local and remote 
databases 
DR plan 
ICT - Temporary PSTN connection 
Infrastructure review to stabilise our virtual 
environment 
IT Strategy 
 

Very 
High 

Medium 15 

We continue to be vigilant and apply fixes to prevent different forms of ransomware attacks.  This includes regular liaison with our software security supplier. 
In addition to this we continue to be party to deployment of Windows security update patches which are key to preventing the spread of viruses across our 
network.  
ICT (Data Protection) 
The new General Data Protection Regulations (GDPR) will replace the 
current Data Protection Act from May 18. It contains some onerous 
obligations that will have an immediate impact. As we handle people’s 
data we are responsible for keeping it safe and are bound by law to 
comply with data protection regulations. 

Ka Ng – Executive 
Director 
 
Duncan Bell - 
Executive Member, 
Resources 

Establishing policies and procedures.  
Arranging staff training, implementing 
protective measures corresponding to the 
level of risk of their data processing activities. 
 
Encrypt as much of our personal and business 
confidential data as is practicable and on a 
risk-based approach, paying particular 
attention to sensitive personal data, mobile 
devices and data transfers outside the 
business 

Very 
High 

Medium 15 

We are in the process of drawing up our data protection policy which will incorporate the GDPR changes we need to make. 
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Red - High Risk (16 & Over) 
Amber - Medium Risk (11 - 15) 
Green - Low Risk (10 & Under) 

Service 
Team 

Description of Operational Risk Risk Owner Controls 
Mitigation 

Plan 
Current 
Score 

Previous 
Score 

Half-Year 
1 

Previous 
Score 

Half-Year 
2 

BC 1  

Provision of Building Control Service by 
Herts Building Control Ltd 
Failure of company to provide building control 
service to the Council, including statutory 
functions and 24/7 service to deal with 
dangerous structures 

Colin Haigh - Head 
of Planning   

15 
  

Any 
Comments 

Herts Building Control Ltd is operational and providing general and specialist functions to Welwyn Hatfield  Council, including 24/7 
emergency call out service. However certain facets of this shared service are still yet to go live including the proposed 
arrangements for transfer and delegation of powers. It remains that certificates are signed off by Welwyn Hatfield Council. 
 

BC 2  

Inability to make building control decisions in 
emergency situations 
Constitution and Scheme of Delegation 
authorises the Chief Executive, Director and 
Head of Planning to sign-off building control 
decisions in emergency situations. The transfer 
of staff to Herts Building Control Ltd means that 
forms cannot currently be signed-off by building 
control officers as they are no longer council 
employees for the purposes of the Constitution 
and Scheme of Delegation. This is a particular 
risk in out-of-office hours. The mitigation 
arrangements are that building control officers 

Colin Haigh - Head 
of Planning   

15 
  

P
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will offer on-the-ground advice to emergency 
services and arrange for contractors to make 
buildings safe or be fenced off where necessary. 

Any 
Comments 

Officers currently considering merits of creating LA1 to carry out statutory duties on behalf of all seven authorities involved in new 
arrangement. 

PL 6  

Inadequate professional resource 
Inability to provide acceptable level of service 
due to insufficient staff or staff with insufficient 
knowledge and experience. Consequence(s): 
Poor provision of service to the customer. 
Inability to adequately provide service. This may 
lead to greater instances of complaint. Potential 
for inability to meet government targets with 
regard to service delivery. Reputational and 
potential financial risk. 

Colin Haigh - Head 
of Planning  
Sue Tiley - 
Planning Policy & 
Implementation 
Manager  
Lisa Hughes - 
Development 
Management 
Service Manager 

Planning - 
Recruitment 
Policy 

 
16 

 
16 
 

16 

Any 
Comments 

Recent job advertisements have attracted candidates for support, officer and senior jobs in Development Management team. 
 
Recent job advertisements have failed to attract candidates for senior policy and projects jobs in Policy team. 
 
The recommendations from the Planning Advisory Service action plan are being discussed and explored with members as part of 
the ongoing budget discussions. 

SH 3  

Strategic Housing - Non Delivery on section 
106 sites. 
Risk - Private developers no longer building on 
s106 sites. Consequences - Failure to deliver the 
affordable Housing programme and meet the 
corporate promises. 

Sian Chambers - 
Head of Housing & 
Community 
Services  
Jeremy Morton - 
Principal Housing 
Development 
Manager 

Strategic 
Housing - 
Planning 
Toolkit 
viability 
appraisals 

 
16 

 
16 
 

16 

Any 
Comments 

No comments were made. 

 

P
age 16



Service 
Team 

Description of Operational Risk Owner Controls Mitigation Plans 
Current 
Score 

Previous 
Score 

Half-Year 
1 

Previous 
Score 

Half-Year 
2 

 

Independent Living - Ending of SP 
contracts for provision sheltered 
housing and Lifeline service from 
1 April 2015 (Flexi-care from 1 
April 2017) 
The service will need to be funded 
entirely by the HRA/the service can 
no longer be provided. 
Consequences: Residents unable to 
request assistance or receive 
support. Sheltered housing services 
would cease to be viable. 

Jan Woods – 
Head of 
Independent 
Living 

Service Charge being 
implemented 
01.04.2015.   
Discussions with 
external providers have 
secured financial gain 
through the provision of 
services.   
Exploring potential for 
further flexi-care units.
    
Strategic review of the 
sheltered housing 
service, in progress, in 
partnership with the 
council. 
Exploring charges for 
contract with other 
landlords who receive 
lifeline services and for 
use of communal 
facilities.  
   
   

Implement service 
charge, subject to 
consultation and 
council approval. 
Agree terms of an 
SLA with Riversmead, 
Thrive Homes and B3 
Livingouncil for 
provision of services. 
Negotiate new 
contracts with other 
landlords for provision 
of lifeline service. 
Implement new 
charging policies for 
communal areas. 
Continue strategic 
review of sheltered 
housing service  
   
  

15   

Any 
Comments 

Communal Facilities charge in place as a service charge and being recovered as part of standard rent collection work. Charges 
are housing benefit eligible and so in most cases will be covered due to the client group.  
 
Continually review and consider any opportunities to deliver increases in revenue streams through new contracts and services.  
 
Entered into arrangement with Police to provide monitoring service for £3.60 per unit per week. Monitoring of 10 vulnerable tenant 
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door sensors, distraction burglary, dementia, etc. out of borough, small numbers initially, but increase in revenue as case numbers 
increase. 

 

Housing Management - Failure to 
carry out annual gas safety 
checks through non access to our 
tenanted properties. 
Not meeting statutory requirements 
and failure to ensure appliances are 
maintained in a safe condition. 
Consequences:  At extreme level 
faulty gas appliances could result in 
death and or legal proceedings 
against senior managers of the 
[Housing Service/Council]. 
Reputational damage to the 
organisation. 

Kathy 
Robertson – 
Specialist 
Housing 
Manager 

Servicing carried out 
every 10 months. 
  
Robust procedures - 
regular monitoring. 
Weekly operational 
management and 
monitoring. 
Monthly reporting to 
OMT/SMT.   
Reports reviewed by 
Services Committee 
and Board of 
Management  
   
   

Formal review of 
procedure and 
practice annually.  
Promotion through 
website/housing 
matters etc.   
Training / awareness 
sessions .  
    

15   

Any 
Comments 

Currently achieving 100% compliance with annual gas safety checks. 

 

Housing Management - Fire 
damage to one of the [Council's] 
properties 
Vulnerable households in social 
housing are at particular risk of harm 
from fire.  Within Hertfordshire, 
Welwyn area is a high risk area due 
to fire related incidents according to 
the Fire Service. Within the Welwyn 
area, social tenants are even more 
exposed to risk. 
Consequences: A serious fire 
incident could result in injury or 
death of the tenant and/or members 

David Baker – 
Head of 
Housing 
Management 

Partnership working 
with Fire Service to 
jointly review and 
develop strategies to 
effectively promote fire 
safety in the home. 
   
Protocol with Fire 
Service.  
Training / good practice 
updates by Herts Fire 
Service for staff. 
  
Annual gas servicing 

Working with the Fire 
Service to refer cases 
for Fire Safety 
audit/home visit. 
  
Consider joint visit 
with Fire Service at 
the time of the new 
tenancy visit. 
Comprehensive 
survey (Tenant 
Audits) to be 
undertaken.  
Fire risk assessments 

15   
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of their household. Minor fire 
damage could mean household 
members require emergency 
rehousing and void repairs for fire 
damage may not be fully covered on 
insurance due to excess provisions. 

checks.  
  
Hoarding prevention 
and joined up work with 
other partners.  
    

carried out as part of 
estate management 
H&S visits.   
Hoarding procedures 
being reviewed in 
liaison with fire 
service.  
   
  

Any 
Comments 

100% compliance with annual gas safety checks. 
 
Hoarding project on-going with officers working with vulnerable tenants to manage the issues, co-ordinating the involvement of 3rd 
party organisations to provide specialist assistance. 
 
Low number of accidental fires within council housing stock with only 1 recorded since 2010. 

 

Property Services – Health and 
Safety 
That failures in management 
controls, working practices, 
procedures or other foreseeable risk 
results in a serious incident that 
causes harm to Human life. 
Consequences: Occurrence of 
preventable incidents that result in 
harm to human life. Risk of 
prosecution corporately and 
personally. Reputational risk to the 
Council. 

Peter Gray 
Head of 
Property 
Services 
(Housing) 

Staff H&S Inductions.  
Contract management 
practice and 
procedures.  
Compliance with the 
annual health & safety 
action plan.    
Lone working system 
for staff.    
  
PPE: Ensure that staff 
have been issued, 
possess and use PPE 
appropriate to their role 
and activities.  
Contractor H&S 
Accreditation (Contract 
Managers Assuring 
contractor membership 

Introduction of revised 
safety management 
system. 

15   
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of CHAS or similar). 
  
Ongoing analysis of 
department training & 
development needs. 
   
   

Any 
Comments 

No comments were made. 

 

Property Services – servicing, 
planned and preventative 
maintenance.  That the regimes in 
place for the management of key 
risks (Including  Control of Asbestos, 
Gas Safety, Fire Safety, Fire Risk, 
Lift Safety, Electrical Safety, Water 
Safety) fail to deliver effective 
controls.  
Consequences:  Heightened risk of 
a serious incident, occurrence that is 
harmful to human health, injury or 
fatality(s). Significant Legal Risk to 
the Council and its Officers. 
Reputational Risk to the Council. 
Financial Risk to the organisation 
resulting from responsive restorative 
action or legal expenses 
    
    
    
    
   

Peter Gray 
Head of 
Property 
Services 
(Housing) 

Gas Servicing & 
Maintenance: Ensure 
that adequate 
contractual 
arrangements are in 
place.    
Fire Detection & 
Fighting Equipment: 
Ensuring that adequate 
contractual 
arrangements are in 
place for servicing & 
Maintenance.   
Passenger and Stair 
lifts (Including hoists 
and other related 
equipment): Ensuring 
that adequate 
contractual 
arrangements are in 
place for Servicing & 
Maintenance & third-
party monitoring 
(Allianz).   
Water Safety: Ensuring 

Implement Asbestos 
Management Action 
Plan.   
Carry out 3rd party 
audit on Gas Contract 
works. 
Review and update 
related policies and 
procedures as part of 
SMS.   
Development of 
contract specific risk 
registers for key risk 
based contract areas 
as part of SMS.  
Carry out Fire Risk 
Assessments on 
communal areas of 
blocks.   
    

15   
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that adequate 
contractual 
arrangements are in 
place for risk 
assessment, testing 
and monitoring of 
stored and circulating 
water systems in 
accordance with 
relevant ACOPs. 
Audited annually.  
Electrical Safety: 
Ensure that electrical 
testing & upgrade is 
undertaken as part of 
the void process or 
other planned works 
packages.  Programme 
of periodic testing and 
upgrades.   
Asbestos 
Management: Ensuring 
that adequate 
contractual 
arrangements are in 
place for asbestos 
surveying, removal, 
management and 
record keeping. 
  
Thorough Testing: 
Ensuring that a 
programme of 
Thorough Testing for 
Lifts, Calorifiers, 
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Commercial Plant and 
other relevant systems 
is in place.   
Ensure that Asbestos 
surveys are undertaken 
& acted upon for any & 
all intrusive or 
destructive works and 
that all works are being 
undertaken by a 
suitably qualified and 
competent contractor.  
  
Ensure that all relevant 
premises hold a 
current, actively 
reviewed and managed 
Fire Risk Assessment.  
  
Ensure that all relevant 
contracts are being 
actively reviewed and 
managed to assure the 
Council that a good 
level of service is being 
delivered. 
(Performance 
monitoring, Progress 
meetings, risk 
management).  
Ensure that regular 
reviews of commitment 
and expenditure 
against budget are 
conducted to assure 
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prudent & accurate 
financial management.  
   
   

Any 
Comments 

No comments were made. 

 

Property Services – ICT and 
Telecommunications. 
That the Orchard Housing 
Management System, 
Telecommunications systems or 
other technologies fail to adequately 
support the delivery of the Property 
Services function. Consequences:  
 Inefficiencies caused by over 
utilisation of manual processes that 
could be system led or driven. 
Difficulty for customers in accessing 
the repairs or other property 
services functions due to telephony 
or related issues. Difficulty for 
customers and colleagues in 
obtaining & recording accurate 
information.  Increased management 
costs resulting from inefficient 
manual processes.   
    
     
    
    
   
    
    
    

Peter Gray 
Head of 
Property 
Services 
(Housing) 

Regular discussion of 
IT related matters at 
[Management Team] 
SMT level.   
  
Creation of a Property 
Services IT group with 
reporting & 
improvement meetings.
   
Feed into the Council 
IT strategy to highlight 
current and potential 
future requirements.    
Feed into and support 
the preparation and 
testing of Business 
Continuity Planning in 
respect of the failure of 
IT Infrastructure, 
Telephony or key 
software (including 
Orchard, Lifespan and 
Agresso).    

Updating and 
reporting of IT 
Projects and Support 
requirements 
document. 
Regular meeting of 
Property Services IT 
group with reporting & 
improvement 
meetings.  
Review Business 
Continuity Planning in 
respect of the failure 
of IT Infrastructure, 
Telephony or key 
software (including 
Orchard).    
   

 
 

15 
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Any 
Comments 

No comments were made. 

 

Asset Management – Budget 
Management. 
That failures to the budget setting or 
management process result in 
underbidding or overspending of 
available funds.  Consequences: 
 Principally a financial and 
reputational risk. Dependent upon 
severity, this could put current and 
future spending plans at risk as well 
as undermining the basis of the 
Council Business Plan. Additionally, 
poor budget management could 
generate various regulatory 
compliance issues which may 
threaten the viability of the 
organisation.    
  

Peter Gray 
Head of 
Property 
Services 
(Housing) 

Full participation in the 
annual budget setting 
process utilising 
investment planning 
and modelling of 
requirements as the 
basis for bids.    
Regular engagement at 
senior and contract 
management level with 
the Finance team to 
assure sound budget 
management and 
monitoring is in place.  
  
Preparation and review 
of the Five Year 
Forward investment 
plan to predict future 
requirements.    
Monitoring of the Gas 
Contract against 
contract requirements.
   
Monitoring of the 
Partnering Contract 
(Mears) against 

Regular Budget 
Meeting Reviews.  (L) 
   
   
Re-procurement of 
Contractors - with 
clear financial 
management models. 
  
 

15   
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contract requirements.
   
   
  

No comments were made. 
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Service 
Team 

Description of Operational Risk Owner Controls Mitigation Plans 
Current 
Score 

Previous 
Score 

Half-Year 
1 

Previous 
Score 

Half-Year 
2 

HC 12  

Hackney Carriages - Occupational stress  
Occupational stress arising from hackney 
carriage work. Consequences: Sickness 
absence, reduction in service delivery, 
potential for claim against the council. 

James 
Vaughan - 
Hackney 
Carriage 
Officer  
Joanna 
Harding – 
Head of 
Public Health 
and 
Protection 

Hackney 
Carriages - 
Complaints and 
Investigation 
Policy 
Hackney 
Carriages - family 
support 
Hackney 
Carriages - Line 
management 
support 
Hackney 
Carriages - 
support network 

Hackney 
Carriages - 
consideration of 
office space 
Hackney 
Carriages - 
Revised customer 
service and 
complaints 
strategy 
Hackney 
Carriages 
Recording of 
telephone calls 

20 
 

20 
 

20 

Any 
Comments 

No change with this risk. 
 
One member of the team has been on long term sickness. 
 
New member of staff now in post. 
 

HC 7  
Hackney Carriages - Verbal abuse and 
aggression towards hackney carriage 
staff 

James 
Vaughan - 
Hackney 
Carriage 
Officer 
Joanna 
Harding – 

Hackney 
Carriages - CCTV 
Hackney 
Carriages - 
Personal 
Protective 
Equipment 

Hackney 
Carriages - 
Incident logs 
Hackney 
Carriages - 
Regular checks to 
ensure CCTV is 

15 
 

15 
 

15 
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Head of 
Public Health 
and 
Protection 

Hackney 
Carriages - 
Potentially Violent 
Customer 
Database 
Hackney 
Carriages - video 
badges 

working 
Hackney 
Carriages 
Recording of 
telephone calls 

Any 
Comments 

The use of video badges and recording of telephone calls has assisted in reducing this risk. 

HC 9  

Hackney Carriages - Deliberate damage 
to hackney carriage staff personal 
property 
For example cars, homes, animals 

James 
Vaughan - 
Hackney 
Carriage 
Officer  
Joanna 
Harding – 
Head of 
Public Health 
and 
Protection 

Hackney 
Carriages - cars 
registered to the 
office 
Hackney 
Carriages - CCTV 
at home address 
Hackney 
Carriages - 
Training 

 
16 
 

16 
 

16 

Any 
Comments 

This risk remains the same. 

PH 11  

Public Health - Failure to recruit and 
maintain competent staff 
Failure to recruit and maintain competent 
staff leading to inadequate numbers of 
competent staff being available at given 
time. Consequence(s): Failure to provide 
acceptable levels EH service, increased 
pressure on remaining staff, potential 
government intervention using default 
powers, inability to deal with key cases 
leading to long term latent environmental 

Joanna 
Harding – 
Head of 
Public Health 
and 
Protection 

Environmental 
Health - Robust 
Interview and 
Selection 
Techniques 

 
15 
 

15 
 

15 
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damage. 

Any 
Comments 

Recent recruitment for a new EHO was successful and they are now in post. We have identified that recruitment through “Jobs Go 
Public” does not attract suitable candidates and therefore we have resulted to advertise in our professional journal. 

PH 14  

Public Health - Inability to Conduct 
Investigations, Serve and Enforce Legal 
Notices or Remedy Dangerous 
Situations/WID 
Inability to conduct necessary statutory 
investigations and inspections including 
limitted use of equipment, access to 
reference works and the timely release of 
information. Inability to serve and enforce 
statutory notices leading to ongoing risk 
situation and public health, safety or 
environmental hazard. Potential default of a 
statutory duty. Ongoing dangerous situation 
persisting risk to public. Consequence(s): 
Default of statutory duty or code of practice, 
failure to inform, warn or protect the public, 
ongoing risk situation where a public health, 
safety or environmental hazard is not 
controlled,  

Joanna 
Harding – 
Head of 
Public Health 
and 
Protection 

Appropriate Work 
Allocation Among 
Staff in Post 
Budget 
Car Loan Scheme 
Computerised 
Notice Generation 
Contractual 
Arrangements for 
Staff to Provide a 
Car for Work 
Digital evidence 
copying facility 
Multiple 
Authorisations for 
Some Notices 
Sound 
Deputisation 
Arrangements for 
Head of Service 
Training 

 
15 
 

15 
 

15 

Any 
Comments 

No change with this risk. 
 

PH 24  

Public Health - Out of hours noise 
monitoring for breach of notice 
This risk relates to a situation where the 
council has fulfilled its statutory duty to 
serve a noise abatement notice however 
the monitoring to see if the notice is 
complied with needs to take place on nights 
where there is no out of hours service in 

Joanna 
Harding – 
Head of 
Public Health 
and 
Protection 

  
20 
 

20 
 

20 
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place. The main consequences of this are 
protracting a legal case, damage to 
reputation, negative press coverage, poor 
customer service and continuing exposure 
to nuisance for members of the public. 
There is a smaller risk of ombudsman 
challenge  

Any 
Comments 

No change to this risk. 
 

PH 29  

Public Health - failure to deliver an 
'Operation Reprise' shift 
Inability to carry out an Operation Reprise 
shift due to lack of resources, either from 
the Environmental Health Team of Herts 
Police. Consequences: reputational 
damage due to failure to act in response to 
complaints.  

Joanna 
Harding – 
Head of 
Public Health 
and 
Protection 

Operation Reprise 
- MoU with Herts 
Police 
Operation Reprise 
- Back up 
arrangements in 
place 
Operation Reprise: 
Rota drawn up 
well in advance 
and confirmed 

Use of street 
warden team 

15 
 

15 
 

15 

Any 
Comments 

The rota is now drawn up until the end of the year. 
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Service 
Team 

Description of Operational Risk Owner Controls 
Mitigation 

Plans 
Current 
Score 

Previous 
Score Half-

Year 1 

Previous 
Score Half-

Year 2 

ICT 9  

ICT - Virus or Hacking Attack 
Attack by introduction of a virus or by hacking 
Consequences - Corruption of systems by the 
introduction of a virus or access to confidential 
information by hacking. 

- IT Client 
Manager 

Corp ICT - 
Firewall 
Corp ICT - 
Virus 
Detection 

 
15 
 

8 
 

12 

Any 
Comments 

We continue to be vigilant and apply fixes to prevent different forms of ransomware attacks.  This includes regular liaison with our 
software security supplier. In addition to this we continue to be party to deployment of Windows security update patches which are 
key to preventing the spread of viruses across our network.  
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Introduction and Highlights 
 
Welcome to the annual report covering the activity of the Shared Internal 
Audit Service in the 2016/17 financial year.    
 
Established in 2011, the Service is considered to be an exemplar of local 
authorities working in partnership.  The commitment and dedication of the 
team and the co-operation of our partners continues to allow the service to 
combine the ‘in-house’ appreciation and understanding of local 
government, with the business-like focus of the big internal audit firms. 
 
In 2016/17, the resilience of the Service was tested via a combination of 
staff absence and vacancies held over in lieu of a planned service 
restructure. Whilst this inevitably had an impact on the performance of the 
Service, our main performance indicator relating to the number of audit 
days delivered to clients was achieved  
 
With the current financial climate in Local Government forcing clients to 
consider their investment in assurance work, there is a need for the 
Service to ensure that it continues to provide its services in the most cost 
effective manner. This has meant that the Service will undergo a 
restructure in 2017/18 however the Service will continue to deliver high 
quality audit services to its clients.   

I am very proud of the work of the team and delighted to be able to share 
some of the highlights of our working year in this report. 

 

Terry Barnett 

Head of Assurance for the Shared Internal Audit Service 

July 2017 

 

 

Terry Barnett 

Head of Assurance for the 

Shared Internal Audit 

Service 
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Levels of Delivery 
Whilst the Service faced some challenges during the year arising from 
multiple staff sickness absences and vacancies held over in lieu of a 
planned service restructure; it was able to meet its target of delivering 95% 
of days commissioned by clients.  This is a testament to the hard work of 
the SIAS Team. 
 
Despite the challenges referred to above, the Service was also able to 
deliver 86% of its audit review to draft report stage by the close of the year 
and through the prioritisation of outstanding work in the final quarter 
ensured that this did not impact on the integrity of the assurance opinions 
given to clients.  

Figure 1: Percentage of audits days delivered 

 

Figure 2: Percentage of audits to draft stage 

Good 
performance 
despite resilience 
challenges… 
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Shared Learning - The Power of Partnership 
It has long been part of the vision of our Board that the service acts to 
facilitate the sharing of learning across its partners. A shared learning 
culture, both formal and informal, is developing momentum through our 
team, our sister services within Assurance and across our partners and 
opportunities abound to publicise and promote issues big and small.  
 
Over the course of 2016/17, our quarterly shared learning papers 
continued to be a regular feature at management boards, governance 
groups and team meetings across our partners. General learning points 
arising from our work and the wider local government environment have 
been disseminated through our regular papers with contributions from 
across our Assurance Service. The highlight of the last year was a special 
edition covering the topical issue of income generation. This dovetailed 
nicely with planned audits at several of our partners and indeed a keynote 
presentation at the Herts CFO’s Conference.  Our latest shared learning 
paper reviewed the high priority recommendations arising from our work 
across all partners. 
.  

 
 
It is also always a very valuable exercise to turn the mirror on oneself 
periodically. Our external quality assessment (peer review) of the Devon 
Audit Partnership as required by professional standards was a perfect 
opportunity to learn something ourselves, develop some perspective on our 
structure, working practices and service offerings and showcase some of 
the things we do well. Our involvement with ‘Audit Together’, a strategic 
alliance of similar audit partnerships, our audit delivery partners (BDO) and 
an array of contacts through bodies such as the Home Counties Chief 
Internal Auditors Group have been invaluable in sharing experiences and 
ideas as we examine the road we have travelled and look to where we 
need to be in response to client need and the ever evolving field of internal 
audit. Our staff, partners and Audit Committee members continue to 
provide helpful challenge, which causes us to pause and think about 
matters big and small, whether about assurance levels, recommendation 
priorities, professional judgement and intellectual curiosity or about our 
skills, performance, systems, culture and restructure. 

 

Our quarterly shared 
learning papers are 
now a regular feature at 
management boards, 
governance groups and 
team meetings across 
our partners  
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Developing our Processes 
With the SIAS trading model centred on the delivery of billable days by a 
large team of in house staff, the need to monitor and manage performance 
is a key requirement of the Service.  
 
Since its inception SIAS has used a proprietary product that has largely 
met the needs of the Service however as the management of individual 
performance targets becomes even more important in ensuring the Service 
delivers against its promises, it became clear that there was a need for a 
level granularity in staff performance figures that the existing system could 
not provide.   
 
Working with development staff within the County Council, we have 
developed a time recording system that provides weekly updates on 
performance by individual and makes real time allowances for annual 
leave, sickness absence etc. 
 
The new system is scheduled to go live in 2017/18 and will allow the 
Service to ensure that performance issues are highlighted and addressed 
at the earliest stage whilst also empowering and enabling audit staff in 
taking ownership of their workloads and individual targets.   
 

 
  

Continuing to 
innovate and improve 
our internal and 
external business 
information.  

Page 36



Shared Internal Audit Service Annual Report 2016/17 

Page 5 

First Class Customer Service 
In order to monitor our effectiveness and improve our service, at the end of 
each assignment we request the completion of a short satisfaction survey.  
We have been given and have acted upon invaluable improvement ideas, 
and we are proud of the fact that in 2016/17 we have received 96% 
satisfactory or higher feedback rating from our customers; an improvement 
on the previous year. 

 

Some of the comments that accompany the formal scoring document are 
shown below:   

 

 ‘’Good professional service’ 
 

 ‘A professional piece of work that will be used to further improve our IT 
Network Security 

 

 The content of the report and conclusions were high quality and 
provide a useful basis for improving the market's service’ 
 

 ‘Excellent service - done to relevant timescales with minimal impact on 
the service 

 
 
 

Excellent service - done 
to relevant timescales 
with minimal impact on 
the service 
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Performance - Outcomes 
SIAS worked on 232 assurance and other projects during the year, giving 
the assurance opinions and recommendations detailed in the charts below.   

For those pieces which resulted in a formal assurance opinion the 
distribution of opinions is set out in figure 3 below: 

 
Figure 3:  Distribution of Audit Opinions 2016/17 
 

 
 

For those audits where recommendations were required, the priority ratings 
are set out in figure 4 below: 

 
Figure 4:  Prioritisation of Recommendations 2016/17 

 

232 assurance and 

other projects 

identifying 557 
recommendations 
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Performance Indicators  
The overall business performance of SIAS is monitored by the SIAS Board 
by means of a balanced scorecard which provides a range of measures by 
which progress can be evaluated. 

The overall performance of SIAS against our key performance indicators is 
reported below 

Table 1: SIAS Business Performance 

Indicator Target Actual as at 
31 March 

2016 

Actual as at 
31 March 

2017 

Commentary  

Progress against 
plan: actual days 
delivered as a 
percentage of 
planned days. 

95% 97% 95%  

The service hit one of 
its two key performance 
indicators despite 
resilience challenges.  

 

Progress against 
plan: audits issued 
in draft by 31 
March  

95% 96% 86% 

 

Client satisfaction  

 

Satisfactory 
and above 

 

95% 95% 
Good performance in 
this area 

 

 

Financial Performance of SIAS  
SIAS began operating on a fully traded basis in 2012/13. 

Appendix A sets out the summary financial position at 31 March 2017.  

The partners determined that the service should aim to build a small 
surplus and to move to considering the financial position of the service on a 
three year rolling basis.   

The intention of this is to smooth the impact of any unforeseen events 
impacting on trading performance in future years. 
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Future Developments 
 

 
  
In 2017/18 the Shared Internal Audit Service will be undergoing a 
restructure to ensure that it is able to continue to provide its clients with a 
high quality cost effective service. 

With clients having to consider the amount of investment in their internal 
audit services, the Service must continue to look at ways of delivering the 
levels of assurance required in the most efficient way, ensuring that draws 
on client officer time are minimised. 

The changing face of service delivery within Local Government also 
presents the Service with new challenges and a need to provide higher 
levels of consultancy advice on the control aspect of the commercial 
ventures that clients are engaging in. 

The increased use of data analytics tools is likely to become a key feature 
in the work of the Service going forward.  The use of these tools will allow 
the Service to facilitate delivery of the widest coverage of process driven 
areas.
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Our Board Members 
The SIAS Board provides strategic direction and oversight for the 
partnership, bringing a wealth of local government experience and insight 
to our operation. 

   

Clare Fletcher, SBC 

Assistant Director 
(Finance and Estates) 

Sajida Bijle, HBC 

Corporate Director 

Owen Mapley, HCC 

Director of Resources 

   

Norma Atlay, NHDC 

Director Finance, Policy & 
Governance 

Ka Ng, WHBC 

Executive Director – 
Resources, Environment 

and Cultural Services 

Isabel Brittain, EHC 

Head of Strategic 
Finance & Property 

  

 

Jo Wagstaffe, WBC and 
TRDC 

Shared Director of Finance 

Terry Barnett, SIAS 

Head of Assurance 
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SIAS cost centre: revised budget against outturn 2016/17 
 

     Budget  Outturn  

     £    

 

Salaries & Salary Related     1,183,381  993,440  

Partner / consultancy costs     51,786  189,318  

Transport     11,000  7,826  

Supplies     22,780  19,563  

Office Accommodation cost     17,005  17,005  

         

     1,285,952  1,227,152  

Total expenditure         

     

Income     1,292,313  1,214,858  

Net (surplus) / deficit    (6,361)  12,294  
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Levels of assurance  

Full Assurance There is a sound system of control designed to achieve the system objectives and 
manage the risks to achieving those objectives. No weaknesses have been identified. 

Substantial Assurance Whilst there is a largely sound system of control, there are some minor weaknesses, 
which may put a limited number of the system objectives at risk. 

Moderate Assurance Whilst there is basically a sound system of control, there are some areas of weakness, 
which may put some of the system objectives at risk. 

Limited Assurance There are significant weaknesses in key control areas, which put the system objectives 
at risk. 

No Assurance Control is weak, leaving the system open to material error or abuse. 

 

Priority of recommendations 

High There is a fundamental weakness, which presents material risk to the objectives and 
requires urgent attention by management. 

Medium There is a significant weakness, whose impact or frequency presents a risk which 
needs to be addressed by management. 

Merits Attention There is no significant weakness, but the finding merits attention by management. 
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Item No: 10 

 
 

 

 

 

Welwyn Hatfield Borough Council 
Audit Committee  

Internal Audit Progress Report 
23 October 2017 

 
 
 

Recommendation 
 

Members are recommended to note the 
Internal Audit Progress Report and approve 

amendments to the Audit Plan as at 29 
September 2017. 
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1. Introduction and Background 
 

Purpose of Report 
 

1.1 This report provide Members with details of the: 
 
a) Progress made by the Shared Internal Audit Service (SIAS) in delivering the 

Council’s Annual Audit Plan for 2017/18 as at 29 September 2017. 
b) Findings for the period 3 July 2017 to 29 September 2017. 
c) Details of changes to the planned start dates of audits from the approved 

2017/18 Audit Plan.  
d) Proposed amendments to the approved 2017/18 Council Audit Plan. 
e) An update on performance management information as at 29 September 

2017. 
 

Background 
 

1.2 The 2017/18 Annual Audit Plan was approved by the Audit Committee at its 
meeting on 3 April 2017. 

 
1.3 The Audit Committee receives periodic updates of progress against the Annual 

Internal Audit Plan. This is the second report giving feedback on the delivery of 
the 2017/18 Internal Audit Plan. 

 
1.4 The work of Internal Audit is required to be reported to a Member Body so that the 

Council has an opportunity to review and monitor an essential component of 
corporate governance and gain assurance that its internal audit provision is 
fulfilling its statutory obligations. It is considered good practice that progress 
reports also include proposed amendments to the agreed annual audit plan. 

 
 

2. Audit Plan Update 
 

Delivery of Audit Plan and Key Audit Findings 
 
2.1 As at 29 September 2017, 28% of the 2017/18 Audit Plan days had been 

delivered (the calculation excludes contingency).  Appendix A provides a status 
update on each individual project within the audit plan.  

 
2.2 The following final reports have been issued since our July progress report to the 

Committee:  
 

Audit Title Date of 
Issue 

Assurance 
Level 

Number of 
Recommendations 

Procurement 
Cards 

July 2017 Substantial 
1 Medium  

3 Merits Attention 

Bus Grant July 2017 N/A N/A 
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2.3 A summary is provided below of the medium priority recommendation made in 

the Procurement Cards review.  
 

Audit Title Control Area and Summary of 
Recommendations 
 

Response / 
Implementation 
Date 

Procurement 
Cards 

Accounting Arrangements 
 
We recommended that: 
 

 All cardholders are reminded that a proper 
VAT receipt needs to be obtained for the 
expenditure in order for the authority to be 
able to claim the VAT back. 

 VAT is only reclaimed where adequate 
documentation is held. 

 The Council makes a retrospective adjustment 
to the VAT claim to rectify the error identified. 

 

 
 
 
 
End of July 
2017  
 
 
End of August 
2017 
End of March 
2018 

 
Two projects remain from the 2016/17 audit plan: these relate to the SIAS partner 
joint reviews of PREVENT, which has now been issued as a draft report and 
Local Authority Trading Activities.  
 

2.4 In respect of the 2017/18 plan, audits continue to be progressed in line with the 
agreed audit plan with two audits at draft report stage, four audits in fieldwork and 
a further five audits at planning stage. Details of the status of all audits in this 
year’s plan can be found in Appendix A of this report.  

 
Changes to Projected Audit Start Dates 
 

2.5 To help the Committee assess progress in delivering the 2017/18 Audit Plan, 
Appendix B details agreed start dates. These dates were agreed with 
management and resources allocated accordingly. This schedule was designed 
to facilitate smoother delivery of the audit plan through the year. 

 
Proposed Amendments to Audit Plan  
 

2.6 Since the July meeting of this Committee, the following changes to the 2017/18 
Audit Plan have been agreed with Officers of the Council:  

 
   Deleted Audits (days returned to contingency): 
 

 Data Security (brought forward from 2016/17 Audit Plan) - 9.5 days 
Elements of the scope of this audit have been incorporated into a General Data 
Protection Regulations audit (see below) 

 
 Reception (Three C’s) - 10 days 
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This audit was cancelled as insufficient progress has been made to date to 
allow the originally envisaged audit to be beneficially carried out 

 
 Partnerships - 8 days 

This audit was cancelled following preliminary work which identified that the 
Council did not share personal data with partners, the area around which it was 
originally agreed assurance would be provided. The Council did not require 
alternative assurance on its partnership arrangements to be provided. 

 
Changes to Existing Audits (days taken from / returned to contingency): 

 
 General Data Protection Regulations - budget increased from 10 to 12 days 

(see above) 
 

 Safeguarding - budget increased from 10 to 11 days 
This budget has been increased to accommodate the client’s request for the 
audit to be undertaken in two parts with two reports produced. 

 
New Audits (days allocated from contingency): 
 
 Bus Services Operators Grant - 1.5 days 

This work confirmed that the Council had complied with the terms and 
conditions of the grant. 
 

 Street Scene Contract (Consultancy) - 5 days  
It is anticipated that SIAS will provide continuous assurance as the Council 
progresses through the procurement process. 

 
Revised start months: 
 

 Corporate Governance – moved from June 2017 to January 2018 to allow 
new arrangements to embed 

 Debtors and Creditors – moved from November 2017 to January 2018 to 
allow system developments to be implemented 

 General Ledger – moved from October 2017 to January 2018 to allow 
system developments to be implemented 

 
High Priority Recommendations 

 
2.7 Members will be aware that a Final Audit Report is issued when it has been 

agreed by management; this includes an agreement to implement the 
recommendations that have been made.  
 

2.8 The Council’s Principal Governance Officer is responsible for following up the 
implementation status of internal audit recommendations.  No new high priority 
recommendations have been made since the last committee. 
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Performance Management   
 

2.9 Performance indicators and associated targets are approved by the SIAS Board 
on an annual basis.  The actual performance for the Council against the targets 
that are monitored in year is set out in the table below. 

 
2.10 As at 29 September 2017, actual performance for the Council against the targets 

that can be monitored in year was as shown in the table below.  
  

Performance Indicator Annual 
Target 

Profiled 
Target to 
29 Sept 

2017 

Actual to 29 Sept 
2017 

1. Planned Days – 
percentage of actual 
billable days against 
planned chargeable days 
completed (excluding 
unused contingency) 

95% 33% 

 

28%  

(90 out of 327 days) 

2. Planned Projects – 
percentage of actual 
completed projects to draft 
report stage against 
planned completed 
projects 

95% 

28%  

(8 out of 
29 planned 

projects) 

17%  

(5 out of 29 planned 
projects) 

3. Client Satisfaction 
with Conduct of the 
Audit – percentage of 
client satisfaction 
questionnaires returned at 
‘satisfactory’ level  

100% 100% None returned 

4. Number of High 
Priority Audit 
Recommendations 
agreed 

100% 100% 

There have been no 
high priority 

recommendations 
made. 

 
2.11 In addition, the performance targets listed below are annual in nature.  

Performance against these targets will be reported on in the 2017/18 Head of 
Assurance’s Annual Report: 

 
 5. External Auditors’ Satisfaction – external audit has been able to draw 

assurance from the work of internal audit on relevant matters. 

 6. Annual Plan – prepared in time to present to the March meeting of each 
Audit Committee.  If there is no March meeting then the plan should be 
prepared for the first meeting of the financial year. 
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 7. Head of Assurance’s Annual Report – presented at the Audit Committee’s 
first meeting taking the business for the new civic year.  
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2017/18 Welwyn Hatfield Borough Council Audit Plan 

AUDITABLE AREA 
LEVEL OF 

ASSURANCE 

RECS AUDIT 
PLAN 
DAYS 

LEAD 
AUDITOR 

ASSIGNED 

BILLABLE 
DAYS 

COMPLETED 
STATUS/COMMENT 

H M MA 

Key Financial Systems         

General Ledger     12 SIAS 0.5 In Planning 

Debtors     10 SIAS  Allocated 

Creditors     10 SIAS  Allocated 

Treasury Management     8 SIAS  Allocated 

Council Tax     10 SIAS  Allocated 

NDR     10 SIAS  Allocated 

Housing Benefits     10 BDO 0.5 In Planning 

Payroll     10 SIAS  Allocated 

Housing Rents     15 SIAS  Allocated 

Operational Audits         

Safeguarding     11 SIAS 3.5 Fieldwork 

Partnerships     2 SIAS 2 Cancelled 

Community Engagement     10 BDO  Allocated 

Records Management     10 BDO  Allocated 

Equalities & Diversity     10 SIAS 9 Quality Review 

Private Sector Tenancy     10 SIAS 6 Fieldwork 
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AUDITABLE AREA 
LEVEL OF 

ASSURANCE 

RECS AUDIT 
PLAN 
DAYS 

LEAD 
AUDITOR 

ASSIGNED 

BILLABLE 
DAYS 

COMPLETED 
STATUS/COMMENT 

H M MA 

Tree Management     10 SIAS 0.5 In Planning 

Reception (Three C's)     0 SIAS 0 Cancelled 

Awarding of Increments     10 SIAS 9.5 Draft Report Issued 

Procurement Cards Substantial 0 1 3 10 SIAS 10 Final Report Issued 

Asbestos     10 SIAS 2 In Planning 

Open Data     10 BDO 1 In Planning 

Bus Grant N/A - - - 1.5 SIAS 1.5 Complete 

Street Scene Contract – Consultancy     5 SIAS  Allocated 

Procurement / Contracts / Project 
Management 

        

Recycling     8 SIAS  Allocated 

Local Authority Serious and 
Organised Crime Checklist 

    10 SIAS 4 Fieldwork 

Joint Reviews         

Joint Review - 1      2.5 NYA  NYA 

Joint Review - 2     2.5 NYA  NYA 

Shared Learning           

Shared Learning Newsletters and 
Summary Themed Reports  

    2 SIAS 1 Through Year 
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AUDITABLE AREA 
LEVEL OF 

ASSURANCE 

RECS AUDIT 
PLAN 
DAYS 

LEAD 
AUDITOR 

ASSIGNED 

BILLABLE 
DAYS 

COMPLETED 
STATUS/COMMENT 

H M MA 

Counter Fraud         

Anti-Fraud Arrangements     10 SIAS 9.5 Draft Report Issued 

Risk Management and Governance         

Corporate Governance     20 SIAS 3 In planning 

Standards and Ethics     10 SIAS  Allocated 

IT Audits         

General Data Protection Regulations     12 BDO  Allocated 

Adhoc advice         

Adhoc advice     2 SIAS 1 Through Year 

Contingency         

Contingency     23    

Strategic Support         

Head of Internal Audit Opinion 
2016/17 

N/A    5 SIAS 5 Complete 

Audit Committee N/A    8 SIAS 4 Quarterly 

Client Liaison N/A    8 SIAS 4 Through Year 

External Audit Liaison N/A    1 SIAS 0.5 As required 

Plan Delivery Monitoring N/A    8 SIAS 4 Through Year 
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AUDITABLE AREA 
LEVEL OF 

ASSURANCE 

RECS AUDIT 
PLAN 
DAYS 

LEAD 
AUDITOR 

ASSIGNED 

BILLABLE 
DAYS 

COMPLETED 
STATUS/COMMENT 

H M MA 

SIAS Development N/A    5 SIAS 5 Through Year 

2018/19 Audit Planning N/A    5 SIAS 0 Allocated 

16/17 Projects requiring 
completion 

    2  2  

Data Security (2016/17)     0.5 BDO 0.5 Cancelled 

Joint Review - Local Authority Trading     0.5 BDO  In fieldwork 

Joint Review - PREVENT     0.5 BDO 0.5 Draft Report Issued 

         

Welwyn Hatfield Borough Council 
Total 

 0 1 3 350  90  

 

Key 
 
H = High Priority 
M = Medium Priority 
MA = Merits Attention 
RECS = Recommendation 
BDO = SIAS audit partner 
N/A = not applicable 
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Apr 17 

 

 
May 17 

 
Jun 17 

 
July 17 

 
Aug 17 

 
Sept 17 

 
Oct 17 

 
Nov 17 

 
Dec 17 

 
Jan 18 

 
Feb 18 

 
Mar 18 

Data 
Security 
(16/17) 

 
Cancelled 

Partnerships 
SIAS  

 
Cancelled 

Procurement 
Cards 

 
Final report 

issued 

Local Authority 
Serious and 
Organised 

Crime Checklist 
 

In fieldwork 

Private Sector 
Tenancy 

 
In fieldwork 

Tree Mg 
 

In planning 

Housing 
Benefits 

 
In planning 

Creditors IT audit  
Community 

Engagement 
Standards 
and Ethics 

Street Scene 
Contact 

Consultancy 
 

Equalities 
and 

Diversity 

Awarding of 
Increments 

 
Draft report 

issued 

Corporate 
Governance 

 
Open Data 

 
ToR issued 

Reception 
(3Cs) 

 
Cancelled 

General 
Ledger 

Housing Rents  Payroll 
Records 

Management 
Recycling  

Asbestos 

Anti-Fraud 
Arrangements 

 
Draft report 

issued 

Equalities and 
Diversity 

(rescheduled 
from April 17 

 
In fieldwork 

 

Asbestos 
(rescheduled 
from April 17) 

 
In planning 

 Council Tax Debtors 
Treasury 

Mgt 

Corporate 
Governance 
(reschedule 

from June 17) 

 

  

Prevent 
(16/17 

 
Draft 

report 
issued 

Bus Grant 
Complete 

Safeguarding  

Safeguarding 
(rescheduled 
from June 17) 

 

In fieldwork 

 NDR 

GDPR 

(IT audit and 
replacement 

for Data 
Security 

Audit 

 

Creditors 
(rescheduled 
from Nov 17) 
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Local 
Authority 
Trading 

 
In 

fieldwork 

        

General 
Ledger 

(rescheduled 
from Dec 17) 

 

  

         

 
Debtors 

(rescheduled 
from Nov 17) 
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Levels of assurance  

Full Assurance There is a sound system of control designed to achieve the system objectives and manage 
the risks to achieving those objectives. No weaknesses have been identified. 

Substantial Assurance Whilst there is a largely sound system of control, there are some minor weaknesses, which 
may put a limited number of the system objectives at risk. 

Moderate Assurance Whilst there is basically a sound system of control, there are some areas of weakness, which 
may put some of the system objectives at risk. 

Limited Assurance There are significant weaknesses in key control areas, which put the system objectives at 
risk. 

No Assurance Control is weak, leaving the system open to material error or abuse. 

 

Priority of recommendations 

High There is a fundamental weakness, which presents material risk to the objectives and requires 
urgent attention by management. 

Medium There is a significant weakness, whose impact or frequency presents a risk which needs to be 
addressed by management. 

Merits Attention There is no significant weakness, but the finding merits attention by management. 
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Public Sector Audit Appointments Ltd (PSAA) have issued a ‘‘Statement of responsibilities of auditors and audited bodies”. It is available from the Chief Executive of each audited 
body and via the PSAA website (www.psaa.co.uk) 

The Statement of responsibilities serves as the formal terms of engagement between appointed auditors and audited bodies. It summarises where the different responsibilities of 
auditors and audited bodies begin and end, and what is to be expected of the audited body in certain areas. 

The “Terms of Appointment (updated 23 February 2017)” issued by PSAA sets out additional requirements that auditors must comply with, over and above those set out in the 
National Audit Office Code of Audit Practice (the Code) and statute, and covers matters of practice and procedure which are of a recurring nature. 

This Annual Audit Letter is prepared in the context of the Statement of responsibilities. It is addressed to the Members of the audited body, and is prepared for their sole use. We, 
as appointed auditor, take no responsibility to any third party. 

Our Complaints Procedure – If at any time you would like to discuss with us how our service to you could be improved, or if you are dissatisfied with the service you are receiving, 
you may take the issue up with your usual partner or director contact. If you prefer an alternative route, please contact Steve Varley, our Managing Partner, 1 More London Place, 
London SE1 2AF. We undertake to look into any complaint carefully and promptly and to do all we can to explain the position to you. Should you remain dissatisfied with any aspect 
of our service, you may of course take matters up with our professional institute. We can provide further information on how you may contact our professional institute. 
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Annual Audit Letter for the year ended 31 March 2016 – Welwyn Hatfield Council 
 

EY  2 

Executive Summary 

We are required to issue an annual audit letter to Welwyn Hatfield Borough Council following completion of our audit procedures for the year ended 
31 March 2017.  

Below are the results and conclusions on the significant areas of the audit process.  

Area of Work Conclusion 

Opinion on the Council’s 

► Financial statements 

Unqualified – the financial statements give a true and fair view of the financial position of the 
Council as at 31 March 2017 and of its expenditure and income for the year then ended.  

► Consistency of other information published 
with the financial statements 

Other information published with the financial statements was consistent with the Annual 
Accounts.  

Concluding on the Council’s arrangements for 
securing economy, efficiency and 
effectiveness 

We concluded that you have  put in place proper arrangements to secure value for money in 
your use of resources.  

 

 

Area of Work Conclusion 

Reports by exception: 

► Consistency of Governance Statement 

 

The Governance Statement was consistent with our understanding of the Council. 

► Public interest report We had no matters to report in the public interest.  

► Written recommendations to the Council, 
which should be copied to the Secretary of 
State 

We had no matters to report. 

► Other actions taken in relation to our 
responsibilities under the Local Audit and 
Accountability Act 2014 

We had no matters to report. 
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Area of Work Conclusion 

Reporting to the National Audit Office (NAO) on 
our review of the Council’s Whole of 
Government Accounts return (WGA).  

We had no matters to report. 

 

 

As a result of the above we have also: 

Area of Work Conclusion 

Issued a report to those charged with 
governance of the Council communicating 
significant findings resulting from our audit. 

Our Audit Results Report was reported to the Audit Committee on 24 July 2017.   

  

Issued a certificate that we have completed the 
audit in accordance with the requirements of 
the Local Audit and Accountability Act 2014 
and the National Audit Office’s 2015 Code of 
Audit Practice. 

We issued the audit certificate at the same time as the audit opinion on 24 July 2017. 

 

 
In January 2018 we will also issue a report to those charged with governance of the Council summarising the certification work we have 
undertaken.  

We would like to take this opportunity to thank the Council’s staff for their assistance during the course of our work.  

Neil Harris 
 
Executive Director 
For and on behalf of Ernst & Young LLP
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Purpose  

The Purpose of this Letter 

The purpose of this annual audit letter is to communicate to Members and external stakeholders, including members of the public, the key issues 
arising from our work, which we consider should be brought to the attention of the Council.  

We have already reported the detailed findings from our audit work in our Audit Results Report on the 24 July 2017 to the Audit Committee, 
representing those charged with governance. We do not repeat those detailed findings in this letter. The matters reported here are the most 
significant for the Council. 
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Responsibilities 

Responsibilities of the Appointed Auditor 

Our 2017 audit work has been undertaken in accordance with the Audit Plan that we issued on 16/01/2017 and is conducted in accordance with 
the National Audit Office's 2015 Code of Audit Practice, International Standards on Auditing (UK and Ireland), and other guidance issued by the 
National Audit Office.  

As auditors we are responsible for: 

► Expressing an opinion: 

► On the 2016/17 financial statements; and 

► On the consistency of other information published with the financial statements. 

► Forming a conclusion on the arrangements the Council has to secure economy, efficiency and effectiveness in its use of resources. 

► Reporting by exception: 

► If the annual governance statement is misleading or not consistent with our understanding of the Council; 

► Any significant matters that are in the public interest;  

► Any written recommendations to the Council, which should be copied to the Secretary of State; and 

► If we have discharged our duties and responsibilities as established by thy Local Audit and Accountability Act 2014 and Code of Audit 
Practice.  

Alongside our work on the financial statements, we also review and report to the National Audit Office (NAO) on you Whole of Government 
Accounts return. The Council is below the specified audit threshold of £350 million. Therefore, we did not perform any audit procedures on the 
return. 

 

We complied with the APB Ethical Standards and the requirements of the PSAA’s Terms of Appointments. We confirm that we have undertaken 
non-audit work outside the PSAA Code requirements related to Welwyn Hatfield Community Housing Trust.  
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Responsibilities of the Council  

The Council is responsible for preparing and publishing its statement of accounts accompanied by an Annual Governance Statement. In the AGS, 
the Council reports publicly each year on how far it complies with its own code of governance, including how it has monitored and evaluated the 
effectiveness of its governance arrangements in year, and any changes planned in the coming period.  

The Council is also responsible for putting in place proper arrangements to secure economy, efficiency and effectiveness in its use of resources. 
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Financial Statement Audit 

Key Issues 

The Council’s Statement of Accounts is an important tool for the Council to show how it has used public money and how it can demonstrate its 
financial management and financial health. 

We audited the Council’s Statement of Accounts in line with the National Audit Office’s 2015 Code of Audit Practice, International Standards on 
Auditing (UK and Ireland), and other guidance issued by the National Audit Office and issued an unqualified audit report on 24 July 2017. 

Our detailed findings were reported to the Audit Committee on 24 July 2017. 

The Accounts and Audit Regulations 2015 introduced a significant change in statutory deadlines  from the 2017/18 financial year. From that 
year the timetable for the preparation and approval of accounts will be brought forward with draft accounts needing to be prepared by 31 May 
and the publication of the audited accounts by 31 July. This provide challenges for both the preparers and the auditors of the financial 
statements. To prepare for this change the council has taken some steps in 2016/17, including starting to critically amend the closedown process 
to achieve earlier draft accounts production.  
 

We have agreed with the Council to engage early, following completion of the 2016/17 audit, to facilitate early substantive testing for 2017/18 
and also to consider steps the Council can take. 
 

The key issues identified as part of our audit were as follows: 

 

Significant Risk Conclusion 

Management override of controls 

As identified in ISA 240, management is in a unique 
position to perpetrate fraud because of its ability to 
manipulate accounting records directly or indirectly and 
to prepare fraudulent financial statements by overriding 
controls that otherwise seem to be operating effectively. 
We identify and respond to this fraud risk on every audit 
engagement. 
 
 

 

We have not identified any material weaknesses in controls or evidence of material 
management override. 
We have not identified any instances of inappropriate judgements being applied. 
We did not identify any other transactions during our audit which appeared unusual 
or outside the Authority‘s normal course of business 
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Revenue and expenditure recognition 

Under ISA240 there is a presumed risk that revenue 
may be misstated due to improper recognition of 
revenue. In this public sector this requirement is 
modified by Practice Note 10, issued by the Financial 
Reporting council, which states that auditors should 
also consider the risk that material misstatements may 
occur by manipulating expenditure recognition. 

 

Our testing has not identified any material misstatements from revenue and 
expenditure recognition. 
Overall our audit work did not identify any material issues or unusual transactions 
to indicate any misreporting of the Council’s financial position. 

Reintegration of the housing service 

The Council reintegrated the housing service into Council 
operations during 2016/17.  

We assessed the adequacy of disclosures made in respect of the transaction and 
considered the impact of the housing trust transfer on recharges between the 
general fund and the housing revenue account. We agreed minor disclosure 
amendments with the Council. 
We needed to undertake additional audit procedures to obtain sufficient assurance 
that the payroll data as presented in the financial statements was materially 
accurate due to difficulties in separating the Housing Trust and Council data. 
We therefore recommended that controls should be strengthened to implement 
appropriate procedures, particularly where the Council enters into more complex 
arrangements that will require robust controls to ensure data is accurate and the 
control environment is robust. 

 

The Council’s Statement of Accounts is an important tool for the Council to show how it has used public money and how it can demonstrate its 
financial management and financial health. 

 

Our application of materiality 

When establishing our overall audit strategy, we determined a magnitude of uncorrected misstatements that we judged would be material for the 
financial statements as a whole.  

Item Thresholds applied 

Planning materiality We determined materiality to be £2.4 million (2016: £2 million), which is 2% of gross 
revenue expenditure reported in the accounts of £120.6 million. 
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We consider gross revenue expenditure to be one of the principal considerations for 
stakeholders in assessing the financial performance of the Council. 

 

Reporting threshold  We agreed with the Audit Committee that we would report to the Committee all audit 
differences above £120,000. 

 

 

We also identified the following areas where misstatement at a level lower than our overall materiality level might influence the reader.  For these 
areas we developed an audit strategy specific to these areas. The areas identified and audit strategy applied include: 

 Remuneration disclosures including any severance payments, exit packages and termination benefits, where we reviewed a sample of 
payments, irrespective of value;  

 Related party transactions, where we reviewed the Council’s processes for identifying and disclosing such transactions; and 

 Members’ allowances, where we carried out a reasonableness assessment of the amount disclosed 

We evaluate any uncorrected misstatements against both the quantitative measures of materiality discussed above and in light of other relevant 
qualitative considerations.  
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Value for Money 

We are required to consider whether the Council has put in place ‘proper arrangements’ to secure economy, efficiency and effectiveness on its use 
of resources. This is known as our value for money conclusion. 

Proper arrangements are defined by statutory guidance issued by the National Audit Office. They comprise your arrangements to: 

 Take informed decisions; 

 Deploy resources in a sustainable manner; and 
 Work with partners and other third parties. 

 

 

 

Proper arrangements for 
securing value for money  

Informed 
decision making 

Working with 
partners and 
third parties

Sustainable 
resource 

deployment
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We have performed the procedures outlined in our audit plan to ensure the Council took properly informed decisions and deployed resources to 
achieve planned and sustainable outcomes for taxpayers and local people.  

We identified one significant risks in relation to these arrangements. The tables below present the findings of our work in response to the risks 
identified and any other significant weaknesses or issues to bring to your attention. 

Significant Risk Conclusion 

The council has continued to respond well to 
the financial pressures on the local government 
arising from the economic downturn and 
reductions in the level of central government 
funding. We have commented positively on the 
Council’s arrangement in our 2015-2016 
Annual Audit Letter and Audit Results Report. 
The Council are also forecasting a balanced 
budget for the current financial year. 

These remains, however, significant financial 
pressure on the Council’s medium to longer 
term financial plans. To secure its medium to 
longer term sustainability, the Council will need 
to balance its budget, not just by exploring and 
achieving more challenging savings and 
efficiency targets, but by also becoming more 
self-sufficient in generating income. This will 
see the Council increasingly look to 
partnerships, collaboration and commercial 
development activities to achieve its future 
financial targets. 

The 2016/17 budget has been achieved and the Council is increasing its levels of General 
Fund and Earmarked General Fund Reserves. This is a proactive step to provide itself with 
the opportunity for longer term planning and delivery of income generation projects to help 
address the future budget gap. 

Assumptions built into the budget are based on best information available and the Council 
has articulated within its budget the risks associated with upcoming changes to the 
government policy and the economic climate. There is evidence throughout the MTFS that 
the Council considered the impact of various scenarios and the impact they will have on their 
budget planning. 

The Council has worked with partners to deliver efficiencies and savings and continues to do 
so with some significant arrangements in place. 

Overall we recognise there continues to be challenges faced by the Council as they seek to 
identify and implement savings. The Council acknowledges that it will need to robustly 
challenge assumptions and savings built into the budget and medium term financial plans to 
ensure these continue to be fit for purpose in the light of uncertainties over future 
government grant funding and the local government finance system. The Council sets out 
the details of the key uncertainties it faces in its Medium Term Financial Strategy. Our 
knowledge of Council arrangements, and discussions with senior management, have shown 
that the Council keeps its assumptions under review and will make changes as required in 
response to the rapidly changing environment in which it is operating. 
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Other Reporting Issues 

Whole of Government Accounts 

The Council is below the specified audit threshold of £350 million. Therefore, we did not perform any audit procedures on the consolidation pack. 

Annual Governance Statement 

We are required to consider the completeness of disclosures in the Council’s annual governance statement, identify any inconsistencies with the 
other information of which we are aware from our work, and consider whether it is misleading. 

Report in the Public Interest  

We have a duty under the Local Audit and Accountability Act 2014 to consider whether, in the public interest, to report on any matter that comes 
to our attention in the course of the audit in order for it to be considered by the Council or brought to the attention of the public. 

We did not identify any issues which required us to issue a report in the public interest. 

Written Recommendations 

We have a duty under the Local Audit and Accountability Act 2014 to designate any audit recommendation as one that requires the Council to 
consider it at a public meeting and to decide what action to take in response.  

We did not identify any issues which required us to issue a written recommendation. 

Objections Received 

We did not receive any objections to the 2017 financial statements from member of the public.  

Other Powers and Duties 

We identified no issues during our audit that required us to use our additional powers under the Local Audit and Accountability Act 2014.  
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Independence 

We communicated our assessment of independence in our Audit Results Report to the Audit Committee on 24 July 2017. In our professional 
judgement the firm is independent and the objectivity of the audit engagement partner and audit staff has not been compromised within the 
meaning regulatory and professional requirements.  

Control Themes and Observations 

We have not identified any significant deficiencies in the design of an internal control that might result in a material misstatement in your financial 
statements and which is unknown to you. As part of our work, we obtained an understanding of internal control sufficient to plan our audit and 
determine the nature, timing and extent of testing performed. Although our audit was not designed to express an opinion on the effectiveness of 
internal control, we are required to communicate to you significant deficiencies in internal control identified during our audit.  

We have adopted a fully substantive approach and have therefore not tested the operation of controls.  

Our audit did not identify any controls issues to bring to the attention of the Audit Committee. 
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Appendix A Audit Fees 

Our fee for 2016/17 is in line with the scale fee set by the PSAA and reported in our 31 March 2017 Audit Plan/Annual Results Report.  

Description 

Final Fee 2016/17 

£ 

Planned Fee 2016/17 

£ 

Scale Fee 2016/17 

£ 

Total Audit Fee – Code work TBC 62,235* 62,235 

Non-audit work (Related to Welwyn 
Hatfield Community Housing Trust) 

7,000 7,000 n/a 

* The table above sets out the scale fee and our proposed audit fees. We are assessing the level of additional work required to complete our work on payroll this 
year and whether this will lead to any additional fees. We will liaise with the Executive Director in the first instance. Any additional fee requires approval by the 
PSAA. 

 
We confirm we have undertaken non-audit work outside of the PSAA’s requirements, relating to Welwyn Hatfield Community Housing Trust. Non-
audit work is work not carried out under the code. We have adopted the necessary safeguards in completing this work and compiled with Auditor 
Guidance Note 1 issued by the NAO in December 2016.  
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1 Local Government Audit Committee Briefing

This sector briefing is one of 
the ways that we support you 
and your organisation in an 
environment that is constantly 
changing and evolving.

It covers issues which may have an impact on your 
organisation, the Local Government sector, and 
the audits that we undertake.

The briefings are produced by our public sector 
audit specialists within EY’s national Government 
and Public Sector (GPS) team, using our public 
sector knowledge, and EY’s wider expertise across 
UK and international business.

The briefings bring together not only technical 
issues relevant to the Local Government sector but 
wider matters of potential interest to you and your 
organisation.

Links to where you can find out more on any of 
the articles featured can be found at the end of 
the briefing. 

We hope that you find the briefing informative 
and should this raise any issues that you would 
like to discuss further, please contact your local 
audit team.
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EY Item Club Forecast 
The latest EY Item Club forecast projects that UK GDP will grow 
by 1.8% this year, in line with last year’s outcome. Rather than 
meaning that nothing has changed in the economy, it masks an 
underlying shift in the balance of demand following the fall in the 
pound after last June’s Brexit vote — and means the economy is 
already adjusting to life outside the EU.

It expects growth to slow down during the course of this year, 
leaving 2018 and 2019 looking weaker at growth rates of 1.2% and 
1.5% respectively.

As consumption grows, the shift in demand that’s underway 
essentially involves a rebalancing from consumption to overseas 
trade. Last year, consumption effectively accounted for all the 
growth in demand, with overseas trade subtracting 0.4% from 
UK GDP growth. But with the savings ratio at a record low, this 
year sees a major slowdown in consumption as inflation bites into 
spending power. Meanwhile, net trade is projected to add to GDP in 
every year covered by this forecast.

This adjustment is being helped by a timely revival in our overseas 
markets. World trade and industrial output are growing faster 
than at any time since 2010, when they bounced back from the 
recession. For once, the recent economic data has surprised on 
the upside — not just in the UK but also in the US and Eurozone. 

This revival partly reflects the knock-on effects of the collapse in 
commodity prices in 2015. And their recent recovery has pushed 
inflation back close to target levels almost everywhere, easing 
worries about deflation, especially in the Eurozone.

Despite the bright spots, political risks remain. In the US, the 
‘Trump bump’ in the financial markets has been followed by 
another increase in consumer and business confidence. As a 
result, consumer confidence there is now stronger than at any 
time since the dot-com boom in 2000. However, as president, 
Donald Trump is facing political challenges in delivering some of 
his campaign promises — a situation that makes the likelihood, 
timing and magnitude of US policy initiatives very uncertain. 
What’s more, any initiatives he does succeed in delivering could 
either help or hinder the UK’s adjustment to life outside the EU.

Against this mixed background, UK exporters are currently 
enjoying the benefits of Single Market membership as well as 
the devaluation in sterling and the revival in the world economy. 
We are assuming they will be trading under World Trade 
Organisation (WTO) rules in two years’ time, although it’s possible 
that the Government will be able to negotiate more favourable 
transition arrangements, perhaps followed by free trade 
agreements. These arrangements would make the adjustment 
smoother than the WTO option and provide some upside potential. 

In respect of Brexit, firms may not have the confidence to invest 
until they see the shape of the new trading and immigration 
arrangements. The forecast sees investment falling this year and 
again in 2018, holding back demand and longer-term economic 
performance. As the countdown to Brexit begins, it’s clear that UK 
businesses will be living with uncertainty for some time to come.

Government and 
economic news
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WannaCry ransomware attack
On Friday 12 May 2017, a global ransomware attack occurred 
across a whole range of sectors, including healthcare, 
government, telecommunications and gas, spreading to over 
300,000 systems in over 150 countries. This affected many 
NHS Providers throughout the UK including the ability of some to 
provide a full suite of healthcare.

Over the last five years the number of attacks has grown 
tremendously as cyber criminals demand relatively small amounts 
of money in return for the data they hold hostage. However the 
return of data does not always happen.

WannaCry was used in conjunction with self-propagating malware 
allowing it to spread aggressively to other computers over an 
organization’s network without requiring further interaction from 
users. This is the first time ransomware has been used in this way. 

Why is this attack significant?

The global scale of indiscriminate targeting emphasizes the 
need for all companies, private and public, to pay attention to 
security basics:

 ► Keep systems up-to-date with software patches

 ► Make regular backups of data

 ► Educate users not to click suspicious links

The overall cost of the disruption is significant, but variable by 
sector and organization. Actual costs to organizations is not yet 
known, and will differ for every victim, but could have long lasting 
effects in the NHS if it lead to delayed or cancelled treatments.

Steps to take now

The WannaCry incident highlights the need for organizations to 
get the cybersecurity basics right:

1. Identify and manage the organization’s cyber risks, with 
a specific focus on the priority cyber threats and breach 
scenarios that could disrupt operations or have other negative 
impacts on the organization.

2. Educate the organization’s employees in good 
cybersecurity practices and the use of third-party assessment/
assurance programs.

3. Maintain awareness of the cyber threat environment. Cyber 
criminals and other attackers are constantly evolving their 
methods to create ever-more effective ways of exploiting 
vulnerabilities for monetary gain or disruption purposes. 
Often this involves interfering with data integrity rather than 
compromising its confidentiality.

4. Maintaining and regularly reviewing elements of a 
cybersecurity program will provide a strong foundation for 
building cyber resilience into your organization: patch often, 
define your cyber incident response process, back up regularly 
and practice response scenarios.

Accounting, 
auditing and 
governance
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Preventive measures to reduce the risk of ransomware

EY member firms range of cybersecurity services — including 
proactive penetration testing, cyber transformation and Managed 
Security Operations Centers — can be leveraged to prevent a 
ransomware outbreak within an organization:

 ► Ensure vulnerability and patch management policies and 
procedures are up to date and are implemented through 
appropriate change control procedures. Where out-of-date 
and legacy operating systems are used, seek guidance from 
vendors on further steps.

 ► Maintain an effective enterprise incident response and 
business continuity plan that is tested and measured for 
effectiveness against ransomware and other potential attack 
methods, as well as updated to reflect the current cyber 
threat environment.

 ► Ensure the organization has a security awareness training 
program in place with proactive testing, including screenshots 
of what to look out for. Clear guidance should be provided on 
the immediate steps alongside incident reporting guidelines. 
This should be communicated to all users and third parties who 
connect to the organization’s network.

 ► Ensure regular, tested backups are in place to mitigate effects 
of possible infection and speed the recovery process in lieu of 
succumbing to ransom payment demands.

 ► Seek assurance from third parties who connect to your 
network that they are following similar actions to yourself and 
that they are appropriately protecting themselves.

 ► Implement endpoint monitoring, giving security operations 
teams the visibility into malicious behaviour occurring in the 
environment.

 ► Identify critical systems and data and confirm these are 
connected to Internet only when necessary.

 ► Make sure to test the security program with frequent 
penetration tests across the estate.

 ► Review how proactive security monitoring of the entire 
environment via a Security Operations Center (SOC) could 
enable faster detection and response to incidents.

Response considerations in the event of an attack

If an organization believes it is compromised, or is in the 
process of being compromised, then the following activities 
can help to provide a rapid response, damage containment and 
communications to end users:

 ► Disconnect infected machines from the network and take all 
backups offline. These could become encrypted as well if left 
connected to the network.

 ► EY FIDS’s Forensic Technology & Discovery Services team can 
be quickly mobilized to help companies:

 ► Forensically analyse network and host systems to detect 
early indications of penetration by ransomware to allow 
more rapid response and remediation.

 ► Forensically detect, identify and contain ransomware 
malware based on previous experience with ransomware 
negotiations and ransomware eradication. Forensically 
circumvent ransomware and/or recover data from 
damaged systems and/or backups, and verify that 
recovered data are clean from ransomware contamination.

 ► Forensically image and preserve highly sensitive impacted 
machines to help ensure the systems and data are not 
destroyed by ransomware.

 ► Collect and preserve IT and business evidence in a 
forensically sound manner, and then deliver internal or 
stakeholder investigations and support disputes with 
customers, service providers, and requirements for 
regulatory reporting.

 ► Activate your incident response plan and don’t treat the 
investigation as merely an IT issue; there should be cross-
functional representation in the investigation team such as: 
legal, compliance, information security, business, PR, HR, etc.

 ► Identify and address vulnerabilities in the environment, 
sufficiently harden the environment to complicate the 
attacker’s effort to get back in, enhance the ability to 
detect and respond to future attacks, and prepare for 
eradication events.

 ► Activate your business continuity plan. Prepare data based on 
varying requirements for regulatory inquiries or civil suits.
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Women and leadership
The King’s Fund recently drew attention to a couple of reports on 
women in leadership roles:

 ► NHS Women on Boards: 50:50 by 2020 (see http://www.
nhsemployers.org/case-studies-and-resources/2017/03/nhs-
women-on-boards-5050-by-2020)

 ► Women in finance

These reports draw attention to the problems some women face 
in obtaining senior leadership positions within the NHS and other 
organisations. While there are typically more women that start 
in finance roles than men there are few women that move up the 
management ladder. The main reason for this is thought to be 
organisational culture. 

A study in 2016 across a range of sectors found that unsupportive 
workplace cultures present the most significant barrier for 
women to progress their career. This was the case for female 
respondents in most age categories. Gender inequality and 
discrimination were reported with women feeling that they have to 
over-perform simply because of their gender. Recommendations 
following this study included building closer relationships 
between men and women in the workplace, and the provision of 

opportunities to discuss gender issues experienced within the 
organisational culture.

Organisational culture, such as the drive for a more inclusive 
approach to leadership development, is currently receiving 
considerable attention in the NHS. Given the NHS is made up of 
a predominantly female workforce, the impact of such a culture 
is largely upon women. Despite 77 percent of the NHS workforce 
being female there is generally a much lower percentage of 
women in senior leadership positions. For the NHS Improvement/
NHS Employers target of 50:50 representation on boards to be 
achieved 500 more women would need to be appointed to board-
level positions by 2020.

The NHS report also advocates gender-specific learning in NHS 
training programmes, covering topics such as unconscious bias, 
management of flexible working practices and specific female 
coaching, mentoring and sponsorship.

Within the EY Assurance service line we have many experts in 
Culture and have provided various services across the NHS and 
Local Government. If you would like to discuss any of these past 
projects, or a new one for your body, please contact your local 
engagement lead who can provide more information.

2018/19 Code of Practice on Local Authority 
Accounting Consultation
CIPFA/LASAAC are consulting on the 2018–19 Code of Practice on 
Local Authority Accounting in the United Kingdom.

The consultation closes on 6 October 2017 with responses direct 
to CIPFA. The following changes are being consulted on: 

 ► IFRS 9 Financial Instruments

 ► IFRS 15 Revenue from Contracts with Customers

 ► Narrow scope amendments to International Financial 
Reporting Standards 

 ► Legislative and policy changes.

Further information is available from Paul Mayers, Audit Manager, 
on 07972 221 078 or paul.mayers@nao.gsi.gov.uk.
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Other news
Use of Housing Companies
Housing lawyer Ian Doolittle has stated that there are over 40 
councils which have or are currently working towards setting 
up housing companies, with this figure expecting to increase 
over the coming years. 

The reasoning behind setting the companies up can vary from 
building homes to sell and rent at market rates, to building 
social housing separate to the HRA. The message from central 
government regarding this is that any means to help the 
current housing crisis is welcomed.

Deputy Chief of the Chartered Institute of Housing (CIH) 
Gavin Smart spoke about the benefits housing companies can 
have in serving different market segments, however was wary 
regarding whether the new homes are genuinely affordable. 

He stated that councils must prioritise building new home at 
social rent levels. 

An interesting aspect around the housing companies being set 
up is that responsible borrowing of money from the General 
Fund does not count towards the HRA Debt cap. This is being 
seen as an attractive option for many councils who have 
reached the debt cap which was introduced in 2012.

With private developments not meeting demand and private 
housing carrying a high cost it seems Housing Companies 
could be seen as an important mechanism in achieving the 
Government’s aim to build one million new homes over the next 
five years.

For advice on the implications of setting up a Housing Company 
please speak to your audit engagement team.

EY Local government audit committee 
members governance forum
Between April and July we held five events across the country 
for local government audit committee chairs and members 
to meet, network, gain some EY insights and learn from each 
other on topical governance challenges facing the sector. 
We’ve met almost 80 members some with a few weeks 
experience and others with many decades, some who may well 
have been just out of school, others far wiser but all passionate 
about their local communities their roles as elected officials.

In this section of the briefing we share with you the benefits 
members obtained from attending our events and our plans for 
the future.

We focused each forum on the current hot topic in the sector — 
commercialisation and what it means for audit committees. 
Notwithstanding the challenge posed by the simple question 
of ‘what does commercialisation mean’, the variety of ongoing 

and emerging activities was striking ranging from advertising 
on roundabouts to building new crematorium and establishing 
housing development companies. Some key threads for 
members was public perception of authorities acting 
commercially, the need for authorities to ensure that they 
have the right capabilities, capacity, are focused on the long 
term and that the organisational culture matches the direction 
of travel.

Audit committee members had some concerns that they only 
tend to see commercial activities after they had been signed 
and sealed rather than providing challenge on governance and 
accountability before deals are completed.

Members valued the opportunity to meet peers, network and 
connect and hear how others are tackling similar issues using 
different approaches. Members also valued the insights that EY 
brings from our engagement with a wide range of authorities 
and other organisations around the country.

Next steps
Following the overwhelmingly positive feedback from 
attendees we plan to run these forum every six months. 
We will seek input from members to set the agenda but 

ensure sufficient time for networking and sharing and suspect 
the commercialisation agenda will remain the hot topic. 
Please liaise with your engagement partner and audit manager 
for details of dates and venues.

Outcome of Local Government Tender 
Process
The Public Sector Audit Appointments Limited (PSAA) 
announced the results of the Local Government tender on 20 
June 2017, and we are delighted to say that we have been 
successful in retaining our 30% share of the Local Government 
external audit market. Details of the announcement can be 
found on the PSAA website.

Since 2012, we have invested and committed to the growth of 
our public sector assurance team, and we believe this outcome 
reflects the feedback our clients and the PSAA have given 
us on the quality, efficiency and effectiveness of our service. 
This is also evidenced by our AQRT scores, which is discussed 
below. We are committed to the public sector and going 
forward we are extremely pleased that we are the leading Big 4 
firm delivering audit services to the local government sector.
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Between now and the end of December 2017, PSAA will be 
consulting with audited bodies on the proposed appointed 
auditor to determine the allocation of audit clients. We will be 
actively participating in the process, with our primary focus on 
ensuring the allocations safeguard independence, objectivity, 
and ensuring we are able to continue to deliver high quality, 
efficient and effective audits. 

In the meantime, we are continuing to work to support our 
clients in preparing for the faster closure of accounts from 
the 2017/18 financial year. We recognise the journey our 
local government clients are making to transform and ensure 
sustainable public services. We are committed to work with our 
clients to share our insights from the vast range of services we 
provide in the public sector.

Financial Reporting Council’s (FRC) Audit 
Quality Inspection Results 
Executing high quality audits continues to be our highest 
priority. Ensuring that we deliver high quality audits is 
fundamental to our business and our public service obligation. 
We are therefore committed to a significant and sustained 
investment in audit quality.

EY’s investment continues to be reflected in the FRC’s 
inspection results

The firm is subject to external inspection by the FRC’s Audit 
Quality Review Team (AQRT), the ICAEW’s Quality Assurance 
Department (QAD) and the Public Company Accounting and 

Oversight Board (PCAOB) from the US. The AQRT‘s scope is 
the audits of FTSE 350 and other public interest companies 
in the UK and it issues public reports outlining its work 
and conclusions.

We are delighted that 88% of our audits inspected by the 
AQRT this year were assessed as requiring no more than 
limited improvements and that once again no audits subject to 
review were identified as requiring significant improvements. 
The results of the FRC AQRT report published in June 2017, as 
presented in the chart below, reflect our sustained investment 
in audit quality.

Figure 1. Bar chart showing the FRC Audit Quality Review Team inspection results for EY, PwC, Deloitte and KPMG 

Percentage of inspected audits by assessment category in the FRC's AQRT
inspections 2016/17 across the Big Four 
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Key questions for the Audit Committee
Does your organisation and its partners have in place IT 
security arrangements which minimise the risk and impact of 
cyber attacks? 

Is your culture allowing women to progress to senior positions?

Are you aware of the commercial activities of your authority? 
What assurance have you sought on the adequacy of risk 
identification, effectiveness of risk management and the 
arrangements for optimising benefits realisation?

Are you assured that all financial considerations have been 
addressed? Including appropriate due diligence, staying within 

Find out more
EY Item Club Forecast 

http://www.ey.com/uk/en/issues/business-environment/financial-
markets-and-economy/item---forecast-headlines-and-projections

WannaCry ransomware attack

http://www.ey.com/gl/en/services/advisory/ey-wannacry-
ransomware-attack

state aid rules, understanding the impact on the minimum 
revenue provision and clarity on the longer term revenue 
implications of capital investments.

Do you know about the significant commercial activities in the 
pipeline? What assurance do you have that business cases are 
robust and realistic?

Has your authority recently discussed and agreed its 
risk appetite?

Women and leadership

http://www.nhsemployers.org/case-studies-and-
resources/2017/03/nhs-women-on-boards-5050-by-2020

Use of Housing Companies

http://www.publicfinance.co.uk/feature/2016/10/company-
houses-how-councils-are-constructing-new-model-housing
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http://www.publicfinance.co.uk/feature/2016/10/company-houses-how-councils-are-constructing-new-model-housing
http://www.publicfinance.co.uk/feature/2016/10/company-houses-how-councils-are-constructing-new-model-housing
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